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| ABSTRACT

With rising financial processes that are digitized and robotized, the accounting systems are operating in a constantly changing
landscape of cyber threats that threaten data integrity, financial validity, and organizational reputation. This study focuses on the
elaboration of risk assessment models that use artificial intelligence to guard the automated accounting systems against cyber
vulnerability and safeguard them against fraud, data theft, unauthorized accessibility, and misstatement of financial statements.
This study investigates how to detect and predict risk behaviors in accounting in record-keeping processes using the Financial
Transaction and Risk Management Dataset, a fully labelled multilingual risk incident Dataset that contains detailed transactional
data and system metadata so far. The steps of data preprocessing and feature engineering take place in Python and Excel, thus
facilitating the conversion of raw data into analyzable predictors, such as abnormal patterns within transactions, login
peculiarities, and risk scores in particular categories. Unsupervised anomaly search with the help of Isolation Forest is also carried
out to improve the detection of new threats. Furthermore, Tableau dashboard is also used to show vital trends in charts, such as
risk heat map, trend lines, and category-wise distribution of the frauds. The findings show that ensemble models can be better
than baseline classifiers and have a high accuracy rate in high-risk transaction detection, which could yield fruitful results and
enlighten the real-time financial security monitoring. Visual analytics also help in decision-making since complex outputs on
models are readable and understandable by finance people and those verifying the accounts. This study advances the
accounting cyber security field of study by providing a flexible and understandable model of cyber risk to be addressed in the
automated financial systems. The study also emphasizes the need to integrate machine learning, data visualization, and domain
knowledge as a combined effort to protect computerized accounting infrastructure against relatively advanced cyber hacking.
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1: Introduction

1.1 Background

Digitalization of the economy has basically altered the nature of accounting by changing the manual way of keeping
records to the advanced automated accounting systems. Cloud computing, artificial intelligence (Al), robotic process automation
(RPA), and enterprise resource planning (ERP) solutions have taken the form of the backbone of corporate financial infrastructure
through these platforms. As more organizations depend on automation, the accounting systems are now more efficient and
scalable, providing faster processing of data, real-time reports and better compliance abilities. But automation and connectivity
makes them more susceptible to cyber-attacks at the same time. With the advance in the complexity and volume of financial
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operations, the risk of data breach, cyber-fraud and statement of disoperation also increases. There is an increase in cyber-
attacks to the financial information, including manipulation, theft, or destroying important information exploiting the
vulnerabilities in automated systems [1]. Accounting systems are frequently attacked by threat actors such as hackers, insiders,
and nation-state actors because of their sensitivity when it comes to the data they house on financial matters. Instances of cyber
breaches, fake purchases, system misrepresentations, ransom ware penetrations, and privilege elevations have revealed the
incompetence of the rule-based detectors. Such fixed techniques do not help detect emerging or new sets of attack
mechanisms, which makes financial systems vulnerable to serious performance and reputational losses. Organizations must,
therefore, be equipped with strong and smart risk assessment models which are able to proactively identify the anomalies,
evaluate risks and make real time responses to guard financial information and safeguard business. This has opened doors to an
integration of Al-powered and machine learning to augment the risk prediction, cyber resilience, and operational transparency of
accounting systems. In the era of automation of financial departments across the globe, ensuring security of these smart systems
against pernicious and evolving cyber security threats has been one strategic priority by financial institutions aiming for long
term sustainability.

1.2 Al Risk Management emerges

Development of artificial intelligence and machine learning technologies has brought forth a powerful mechanism of
detection and prognosis of relational security threats in real time. Conventional cyber security platforms are usually based on
hard-coded frameworks and fixed limits and are insufficient to cover the constantly transforming world of online financial
attacks. Nowadays, due to the increasing complexity of cyber-attacks (application of advanced persistent threats, phishing
attacks, and insider manipulations), the necessity of the adjustable and smart risk detection procedures becomes even more
pressing [2]. The effective machine learning models can be trained based on substantial amounts of transactional and behavioral
data to discover minor events that can signal a fraud incident or an intrusion into the system. Such models do not only enhance
the detection accuracy but also continuous change with the availability of new data. In the scenario of automated accounting
systems, Al can be used to process monetary transactions and system access activity logs, user activity, and metadata in real time
and evaluate it to attribute risk with a dynamic risk score to every event. This enables organizations to prioritize the response
actions and even set alarms in high-risk situations. Aligning the functionality of Al with data visualization tools like Tableau can
provide an increase in interpretability and allows the finance professionals to perceive complex risk profiles through more user-
friendly dashboards and visual analysis [3]. As the regulatory requirements also place more emphasis on proactive risk
management, Al-driven systems are also compliant in that they enforce elaborate logs and audit trails. It follows that the
introduction of Al to cyber security in the accounting field cannot be considered supplemental; it can be considered disruptive,
providing scalable, smart, and context-sensitive solutions to prevent new forms of cyber threats. Such transition is a game
changer as far as attitude towards cyber security in organizations is concerned as the approach is now changing towards a
proactive and predictive approach of cyber security being built into the very fabric of financial systems.

1.3 Rationale of the study

This study is motivated by the awareness that more and more automated accounting systems are in danger of being
undermined by the development of cyber threats to them. With financial transactions being managed through digital
transformation and automation in organizations in different industries, the complexity and the volume of data being generated
by these systems are becoming exponentially large. Although such transformation provides plenty of advantages with respect to
operations, it increases the attack surface that malicious actors can use. Financial systems in many organizations are not properly
holed up against cyber security threats mainly because of advancements in technology which has made the critical infrastructure
vulnerable. In the past years, publicity of prominent data breaches and incidents of frauds highlighted the insufficiency of
conventional mechanisms when it comes to preventing vulnerable automation exploits. The use of the existing static and rule-
driven fraud detection systems causes a delay in action as attackers violate the detection systems and perpetrate fraudulent
actions without being caught. It is in this motivation that this study aims at understanding that proactive, intelligent, and
adaptive models of risks are necessary to protect automated accounting systems [4]. The research will help to narrow the gap
between accounting and cyber security theory and practice by using machine learning skills and actual financial information. This
study is also meant to fill a research gap at the cross-section of the automation of accounting tasks through Al and in cyber risk
evaluation, which is still developing as an academic topic. The use of the next level data visualization tools is aimed to promote
transparency and usability among financial decision-makers [5]. The motivation of this research lies in the intention to
contribute to the establishment of robust, scalable and explainable cyber security solutions that will not only identify threats but
will also help organizations to control cyber risk intelligently within the context of automated financial ecosystems.

1.4 Problem Statement

Advanced cyber threats are more focused on exploiting automated accounting systems, when the majority of the
organizations use outdated and static monitoring systems based on rules which are not enough to detect the evolving risks.
Failure to have dynamic risk assessment mechanisms the business risks itself to, the variables of financial frauds, data
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manipulation and unauthorized access that cause the business huge financial losses, regulatory sanctions and supreme
reputation losses. The demand for Al-based risk models capable of smart analysis and forecasting on cyber threats on the
accounting systems based on studying the transactional and behavioral data about the real world is extremely high.

1.5 Research Objectives

This study seeks to design, propose, and test machine learning-based risk assessment models that can identify and forestall
cyber threats in automated accounting systems. As specific objectives, the following can be mentioned:

To establish main transaction and behavioral characteristics which are imperative to security risk in accounting systems.
To construct and compare predictive models to classify the risk.

To use anomaly detection methods in detecting rare or novel patterns of threats.

To create pictures of patterns and model outputs in Tableau, Python and Excel to make better decisions.

To suggest a scaled risk assessment model of real-time monitoring of threats to finance.

1.6 Research Questions
This study following these questions:

1. Which trends in the traffic data of financial transactions are a signal of such cyber threats as fraud or intrusion?
2. Which are the most effective machine learning models that can predict risk incidents of automated accounting

systems?

3. What is the way to leverage anomaly detection techniques to complement supervised learning in terms of zero-day
attacks ID?

4. How can data visualization tools help increase the interpretability and the operational application of the Al-based risk
models?

1.7 Scope of the Study

This research paper is based on securing automated accounting systems with artificial intelligence and machine
learning. It uses publicly available data that emulates accounting transactions seen in the real world and their related signs of
cyber risk. The data contains the metadata of the financial transactions given in terms of amounts, types and type of payment,
time stack, and user events in addition to labels of whether a transaction is fraudulent, erroneous or a miss statement. The study
is limited to online accounting systems and does not apply to human book-keeping and paper-based data protection [6].
Neither does it involve legal nor compliance auditing techniques that are not part of the automation work process. The research
technique is of quantitative nature, which includes statistical and formulaic anomaly detection and classification. It is technically
focused on model training using Python and visualization using Tableau to show and describe the findings. The findings of this
research will assist the professionals of cyber security, data analysts, auditors, and financial managers to design or incorporate
Al-based risk monitoring systems into their systems. Although the work is inclined towards the practical side, it can also add
some academic knowledge about the role of Al in the field of finance-specific cyber security [7]. Its findings can be used in
organizations of all sizes: corporate, governmental or nonprofit, as long as they use automated systems to manage financial
data. The next steps that can be taken in future research can be to extend the model to multi-source data or real-time financial
network behavior.

8 Significance of the Study

This study explores both in the academic and professional field because it refers to the essential subject of accounting
automation and evaluation of its compatibility with the threats of cyber security [8]. The study is the first of its kind in literature
and hence occupies a gap in existing literature in academia by addressing how artificial intelligence can be used to secure
concrete financial settings concerning the issue of cyber threats on automated systems. The majority of the existing research
separates cyber security and accounting fields; the proposed study connects them using a multidisciplinary approach that
incorporates machine learning and data science, financial, and risk management areas. It is knowledge developing as it uses
empirical techniques on an open dataset and tests theoretical models using them in practice. Industry-wise, the research has a
scalable and interpretable framework that can easily be implemented within the current systems of organizations [9]. The results
are significant in expounding how to identify cyber risks in digital accounting processes and their workflows to develop real-time
motion detection systems and forensic instruments. The Tableau visualization brings another element of usability where the
results of the analyses can be viewed and understood by non-technical stakeholders to make sound decisions regarding the
complex risk dynamics. In addition, at a time when there is increasing regulation in issues related to data security integrity of the
financial reporting and fraud prevention, this research study has a proactive answer to those expectations. It also enables the
decision-makers to switch reactive compliance to proactive risk governance. Consequently, the relevance of the research is in the
fact that it may affect strategic planning and operational resilience of financial ecosystems of the modern world.
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2 Literature Review

2.1 Automation and Cyber security Convergence in Finance

Automation and cyber security in the financial sphere has resolved in a dualistic atmosphere, which necessitates that
efficiencies and risk-mitigation must coexist. Since more organizations are turning to automated accounting systems to simplify
financial goals, the risk posed by cyber threats has not only become more complex and far-reaching, but also has become more
refined. The use of automation technologies, such as cloud-based platforms, robotic process automation (RPA), and machine
intelligence-based accounting software, makes it possible to process data in real time, reduce the occurrence of errors, and
enhance regulatory compliance [10]. The widening of the attack surface is also the goal of malicious actors. By their definition,
automated systems rely more on interconnected data streams, third-party APIs, and cloud-based environments, and all these are
the possible vectors of cyber-attacks. Financial information is especially profitable, and therefore accounting systems are Canada
gifted targets of cybercriminals interested in fraudulent and theft activities or manipulation of data. Literature shows that there is
a developing agreement that normal protective techniques against security such as firewalls and stationary access have been
insufficient measures to defend such systems. What is necessary instead is dynamic and smart risk assessment models to identify
anomalies, predict threats and initiate measures to control with immediacy. The importance of cyber security as a set of
measures to deal with intruders in the world of IT has become a strategic planning issue in the financial sector because the costs
of a system intrusion in terms of finances and a negative image may be enormous [11]. Financial professionals and the IT security
department need to collaborate to ensure that they create resilient infrastructures, capable of resisting the threats despite the
advances in automation. This intersection of automation and cyber security is not only a technical issue but an organizational
and strategic problem, and it requires constant learning, cross-functional cooperation, and the investment in adaptive
technology. Thus, protective models require extensive knowledge of the potential of automation and the scenery of cyber risks.

2.2 Evolution and Capability of Automated Accounting Systems

The development of computerized accounting sums up the general digitization of organizational finance [12].
Automation has transformed business management of money transactions, reporting, compliance and internal controls since its
creation in early spreadsheet applications to the present day enterprise resource planning (ERP) systems. Artificial intelligence
(Al), machine learning, cloud computing, and robotic process automation (RPA) are technologies used in modern automated
accounting to ensure real-time data processing, enhanced accuracy and data integration. The systems have become the hub of
payrolls, invoices, assets tracking, taxation, and financial auditing. Automated reconciliations, intelligent categorizations of data
and predictive analytics minimize human error and efficiency in operations. They help make better, quicker decisions as they
offer accurate information about the finances in time. There are new vulnerabilities, which are registered in the literature due to
automation notwithstanding the above benefits [3]. The use of centralized cloud servers and APl poses a risk requiring
unauthorized access, system misconfiguration, and data leakage. A mistake in an automatic process can be replicated on
hundreds and thousands of transactions in a few seconds, spreading discrepancy everywhere. Besides, some systems are often
open to blaming third-party integrations, which, when not secured, result in third-party attacks [14]. Automation is growing up,
which means that accounting professionals have to deal not only with the management of financial data but also the
preservation of underlying systems. Increased demand is being raised to accommodate cyber defense not only as integrated
components of accounting systems but as well to invoke secure authentication systems, encryption, and real-time analysis
options. These systems have become more complex than before, thus requiring multidisciplinary solutions that include finance,
IT, cyber security, and compliance professionals. The literature, therefore, justifies the implementation of smart, safe approaches
to automation, which boost the performance of operations the resilience of the system.

2.3 Financial System Threats to Cyber

The threats in cyber of the financial systems are getting more difficult, thus attacking the core of the automated
accounting structure. Financial data is always sensitive and confidential, thus a great asset to the attacker who may identify
vulnerabilities in order to steal, engage in fraud, or destroy the system. Cyber threats are more prone to automated accounting
systems, whose nature of interconnectivity and data-heaviness makes them especially vulnerable. These common attack vectors
are phishing, malware injection, ransom ware, social engineering, privilege escalation, and API exploitation [15]. With regards to
insiders, their access to sensitive information is also quite a threat, either out of carelessness or malice. These attacks are
becoming more prominent as financial activities turn into digital because fraudsters use advanced instruments and mechanisms
to acquire unauthorized access, make corrections, or interfere with transactions. One prominent issue is the rising popularity of
the advanced persistent threats (APTs) that enabled attackers to have unnoticed access within an extended timeframe. Those
threats are based on technological weaknesses and human weak points including inadequate password control or poorly set
access control. Threat detection mechanisms may not be proactive or adaptive, and thus the automated systems may become
compromised. Rule-based systems (static) are usually not capable of detecting emerging and changing patterns of attacks
especially those that are patterned to appear legitimate [16]. The literature focuses on the need of changing the base of reactive
cyber security solutions to proactive, intelligence-based approaches. These include the incorporation of anomaly detection
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solutions, behavior analytics, and in-time monitoring to be able to detect and contain threats before their damage is done. The
increased use of cloud infrastructure, mobile access and remote operations of the financial industry has extended the sphere of
threats. The problem is how to build security strategies which will be able to work in these changing digital environments and
especially the high regulatory environment of the accounting world.

2.4 Frameworks and Models of Risk Assessment

Risk assessment models and structures are essential products in recognition and curbing threats in automated
accounting systems. Conventionally, firms have used the static models, checklists and periodical audits to assess financial and
cyber security risks. Although these solutions provide systematic monitoring, they are weak in tracing the real-time and rapidly
changeable threats [17]. Current financial conditions require dynamic risk evaluation solutions that have the capacity to evolve
according to the changing trends and integrate predictive abilities. There are frameworks that provide a detailed guide on how
to assess the risk exposure, how to prioritize the controls, and how to be compliant, including Risk Management Framework
(RMF) and COSO Enterprise Risk Management, the FAIR frameworks. They are however limited in most occasions by their
inability to be part of the digital world and the fact that they are more manual in nature [18]. It demands real-time, round-the-
clock tracking of automated accounting systems, which cannot be done with the traditional audits. More interest is being raised
in the possibility of integrating machine learning and analytics in risk assessment practices. By examining the history of
transactions and user behaviors and system logs, such models are used to alert suspicious activities and predict future threats.
They also give assessment of risks in terms of behavior patterns and contextual factors such that risk interventions are made
more accurately and in a timely manner. Further, such systems are capable of reporting and visualization in real-time, which is
valuable to decision-makers. However, issues regarding the clarity and comprehension of Al based models have made their
adoption wary particularly in the regulated sectors. The issue lies in making hybrid risk assessment frameworks, which merge
formative organization of past techniques with the versatility of smart automation. Such frameworks have to match
organizational goals, regulatory needs, and changing threat environments to guarantee safety and integrity of financial systems.

2.5 Cyber security and fraud detection using Machine Learning

Modern-day cyber security and fraud-detecting in automated accounting systems involve the use of machine learning
(ML) as an essential part of it. These smart models are developed to process large amounts of data concerning transactions and
behavioral patterns to detect patterns possibly pointing at risks of cyber-attacks or financial fraud. Supervised learning
algorithms, including decision trees, random forests, and gradient boosting, are trained by datasets that are labeled as historic
cases of transactions labeled as fraudulent or not fraudulent [19]. These patterns educate them and once applied to new and
never before seen data they can predict risks in real time. Unsupervised, such as clustering and anomaly detection models, are
used when there is a need to detect anomalies in data without this prerequisite labeling. They can be handy in cases of zero-day
attacks or fraud methods that have not been known before. Semi-supervised models allow taking advantage of labeled and
unlabeled data to improve the ability to detect in moving situations. ML models can detect the threat of payment frauds, identity
theft, insider threats, and account takeovers [20]. making results interpretable is one of the most important issues related to the
use of ML. Professionals involved in the financial arena and auditors find it wise to seek clear clarifications on how a specific risk
score, or flag was obtained. SHAPE or LIME techniques are explainable Al (XAl) algorithms that are commonly used to be more
transparent. In addition, ML systems should be fed into an appropriate pre-processing and should keep on training and
validating to prevent biases or overtraining. It should also be integrated with the current IT infrastructure, compliance systems
and visualization platforms. All in all, machine learning can provide easily scalable, agile and high-accuracy solutions to cyber
security and fraud detection in the current accounting context.

2.6 Risk monitoring visualization

Visualization is also very important in cyber security and financial risks monitoring because it helps make more
complex data more intuitive in terms of actions. Applied in the setting of automated accounts systems, visualization tools help
discover anomalies, track live activity and enable decisions, with transaction flows, risk measures and alerts being presented in
the interactivity form. Tableau, Power BI, and the visualization libraries of Python to create dynamic dashboards showing
important performance indicators (KPIs), trends associated with behavior, and threats. Such dashboards are necessary to track
the high volume transaction environment that cannot be possible to review manually [21]. They aid in funding teams, auditors
and cyber security experts identify suspicious events quickly, e.g. exceptions or outliers in login behavior, high and low spikes in
volume of transactions, etc. Besides, a visualization may be adjusted according to the positions, enhancing relevancy and
response time. Heat maps, real-time graphs, anomaly indicators, and other items facilitate the communication of risk and
encourage the involvement of stakeholders. Visualization has an additional value in risk assessment models by explaining the
machine learning prediction (itself), improving the transparency of models, and providing a record of security trends in the form
of an audit or regulatory compliance [22]. Although they are useful, most visual systems are not domain specific financially and
can miss important transaction-level knowledge. In addition, dashboards can be compromised by the lack of congruity or poor
integration of the data as well. As such, it is necessary to establish customized visual analytics of cyber security in the accounting
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setting. The presence of effective visual monitoring increases the accuracy of established detection but also contributes to the
responsiveness of the organization, thus making it essential when dealing with the problem of cyber risk in automated
accounting systems.

2.7 Literature Gaps

In spite of the increasing number of studies dedicated to the application of Al-based risk assessment to automated
accounting systems, there is a substantial lack of study in the existing literature. The majority of current research dwells on
individual parts of financial cyber security, including fraud detection, anomaly monitoring, or risk modeling, but does not present
the frameworks that can integrate these elements. End-to-end systems which incorporate data ingestion, machine learning
processing, visualization and real time response are poorly explored. Then, the majority of the research bases upon proprietary
datasets or simulations themselves, which cannot be transferred to real-life financial settings due to insufficient complexity,
providing limited generalizability [23]. This gap is illustrated by the other major gap of non-interpretability of Al models. Several
algorithms that perform well in machine learning, e.g. deep neural networks and ensemble models, can be termed as black box
and they fail to satisfy the transparency expectations of the financial auditors and regulators. What is more, the possibility to
combine several data analytics platforms has not been properly investigated in literature, including the combination of the tools
like programming Python to perform the models with Excel, which is used to validate the models, and Tableau to visualize the
models. Such a combination of multi-tools can make models explainable and operationally usable even by non-technical
financial stakeholders. It is also significant that the studies on design of user-centered risk interfaces and supportive of various
organizational roles are poorly represented. The literature on accounting systems as far as cyber security is concerned seldom
speaks about custom dashboards and interactive reporting. Filling these gaps is one of the important key points of further
development of academic understanding and practical uses.

2.8 Empirical Study

In the article by Phillips, Taylor, Boniface, Modafferi, and Surridge titled, Automated Knowledge-Based Cyber security
Risk Assessment of Cyber-Physical Systems (2024), the authors provide an informative empirical base to develop cyber security
in automated accounting systems. The paper discusses an organizational framework of risk management, simulation-based on
ISO 27005, which is conducted through the platform of the open-source Spyderisk. Though cyber-physical systems are the
domain highlighted by the authors, the approach will be highly applicable in the field of automated accounting systems where
the interconnectedness of components, data flow, and digital interaction points are equally susceptible to the chain of cyber
threat attacks. The model automates threat finding attack paths that does not require direct analysis of the assets, threats and
threat causes and effects as their definitions are carried out by a core ontology [1]. The attack paths are determined by
transparent and repeatable simulations. Such an empirically established methodology, which has been illustrated by the concrete
case of a cyber-attack on a steel mill, emphasizes the efficiency of automated risk identification in highly complicated digital
environments. Such a framework can be used to detect weak spots of an exchange data points, processing modules, and access
controls when applied to automated accounting systems. The effects of the study are placed on transparency, reproducibility,
and adaptability to changes in real time in analyzing risk, which are essential when it comes to one of a sensitive nature to
financial data. By incorporating this model into accounting systems, resilience regarding cyber threats may be greatly improved
as the efforts to secure this part of the company would be ensured in areas where it is the most effective. Accordingly, the
present empirical study is presented to the audience as a strong methodological reference in the development of the next-
generation, automated models of risk assessment in financial cyber security applications.

Chinta et al., in their 2024 in-depth analysis article Entitled Harnessing Big Data and Al-Driven ERP Systems to Enhance
Cyber security Resilience in Real-Time Threat Environments study how artificial intelligence and big data in ERP systems can be
used to introduce tremendous improvements in cyber security resilience in real-time threat settings. Their study demonstrates
how the business environment globally has become complex and a secure real-time accounting information system is very
imperative. This is especially close to the topic of the present research, namely Risk Assessment Models of Protecting Automated
Accounting Systems against Cyber Threats, since the ERP systems form the basis of the automated accounting systems [2]. This
paper explains the major threats in cyber security and how the Al-powered ERP frameworks have the potential to address
proactive risk assessment and monitoring. The solutions to real-time vulnerabilities presented by the internal and external agents
by the authors give a sound model that strengthens the internal systems of control of the accounting infrastructures to enable
the adoption of improved audit readiness and data protection in the automated environment.

The article Enhancing Financial Integrity through an Advanced Internal Audit Risk Assessment and Governance Model
by Ogunsola, Balogun, and Ogunmokun (2021) offers important insights into the current risk assessment techniques that are
important to support automated accounting systems against cyber risks. According to the paper, an improved internal audit
model has been introduced that leverages predictive analytics, Al, and data-driven approach to enhance financial monitoring
and risk management. The present study about the various models of risk assessment as a means of securing automation-based
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accounting systems against cyber threats, happens to fall into this case especially since the study highlights the adoption of
technologically advanced solutions to identify frauds, to track the observance of compliance, and the imposition of the ethical
financial conduct [3]. By providing the key aspects, including automated compliance monitoring and internal controls, the
authors outline what can be done to beef up the mechanisms of governance and audits to overcome the menace of cyber
security. The provided industry case studies serve as additional proofs to the relevance of the model to the application in the
automated financial experiences.

The article by Alanen et al. (2021) presents the empirical study of Hybrid ontology for safety, security, and dependability
risk assessments and security threat analysis (STA) Method in industrial control systems, where the researchers presented a
hybrid ontology-based framework capable of combining safety and security risk evaluations. Being used in critical infrastructures
like nuclear fuel pool systems, the suggested Security Threat Analysis (STA) approach also applies to automated accounting
systems. Such model-based approach fits industrial standards and facilitates the creation of traceable and structured repositories
of risk assessment. It is crucial in the context of the present research study on the topic, namely, Risk assessment models to
protect automated accounting systems against cyber threats, as accounting systems are exposed to more intricate threats to
cyber security [4]. This study can, therefore, be used in the financial domains that require a high degree of integrity and system
assurance because it makes use of ontology-driven assessment and tool-based traceability, a robust formula in finding and
controlling cyber threats in mission-related environments.

An article by Kalinin, Krundyshev, and Zegzhda (2021) is an empirical research entitled Cyber security Risk Assessment
in Smart City Infrastructures that introduces a new scheme of the cyber risk management in dynamic and device-to-device smart
spaces using artificial neural networks (ANNs), object typing, and quantitative analysis. Despite being focused on infrastructures
of smart cities, the research methodology can be greatly applied to security of automated accounting systems against cyber-
attacks [5]. The research elicits the drawbacks of conventional, professional, and statistical models of risk in dynamically changing
digital environments; which also holds to automated finance-based conditions. The proposed framework satisfies the
requirements of scalable and flexible cyber security risk evaluation using automated real-time risk evaluation based on machine
learning. Within the context of the proposed research on the topic of Risk Assessment Models to Protect Automatic Accounting
Systems against Cyber Threats, the paper provides a practical and scalable model that makes cyber security in complex
accounting platforms more accurate, automated, and responsive.

3. Methodology

This study uses a data-driven approach to work on the research in designing and testing Al-based risk assessment
models to determine potential cyber-threats in automated accounting systems. It starts with the preprocessing of data and
feature engineering with the Financial Transaction and Risk Management Dataset. A set of machine learning methods
(supervised (Logistic Regression, Decision Tree, XGBoost) and unsupervised (Isolation Forest) classification offerings) are applied
using Python. Cross-validation confirms the fitness of models and Grid Search is used to optimize parameters [124. The outputs
of models are interpreted with visualization tools, such as Tableau and Excel. Such an approach allows making real-time, scalable,
and understandable risk forecasts to protect financial information and guarantee system integrity in accounting.

3.1 Research Design

To consider the Al-based risk assessment models used in the automated accounting systems, the quantitatively-
oriented data-driven research design is implemented in this study. The research study is exploratory and analytical which implies
that machine learning methods will be used under supervision and supervision to identify the existing cyber threats and classify
them based on the parameters of financial transactions [25]. The characteristics of data are analyzed using a descriptive
approach, and correlational methods allow evaluating the intensity of connections between variables like the type of transaction,
its frequency, or risk incidences. The approach facilitates both the real-time and retrospective detection of threats, offering an
integrated concept of financial information security problems. The proposed research design focuses on empirical analysis with
its objective simulated data based on real-world applications to test a variety of algorithms [26]. The results of models are
compared to some predetermined performance measures such as precision, recall, and F1-score. Examples of visualization tools
used to make visual interpretations of model predictions to facilitate decision making include Tableau and Excel. Its integrated
design allows one to tune and refine its models in an iterative fashion, so that, among other things, model results are not only
statistically sound, but operate as well. All research stages contain ethical principles including breathed-in nature, information
confinement, and rectitude. Feedback loops to continuously improve occur within the design, as well, which allows it to be
flexible to new cyber security threats.

3.2 Data source and collection

The proposed study will apply the freely accessible dataset called the "Financial Transaction and Risk Management
Dataset" that will mimic actual accounting transactions cyber risk measures. Their data set consists of more than 10 000
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transactions and have the following attributes: transaction-ID, amount, and date, and account number, type of the transactions,
payment type, and a binary risk flag that indicates fraud, misstatement or error. It also involves system metadata, including
processing times and log in locations which improve the user behavior and threat patterns analysis [27]. The collection of the
data consisted in downloading the dataset presented on Kaggle with the CCO Public Domain license, which gives an opportunity
to distribute the information without any restrictions and use it in the research. The data was preprocessed by controlling
missing values, cleaning, encoding the missing values, and categorical variables, such as payment method, category type. Further
preprocessing entailed the detection of outliers and data normalization in a bid to achieve data quality consistency. To enable
the development and the evaluation of the model, the dataset was split into training and test sets in the proportions of 80 and
20 percent. Excel and Python were used to conduct Exploratory Data Analysis (EDA) of risk distributions; establish trend lines and
create initial graphs of risk frequencies by category and transaction amount. Such variables as frequency of products procured
by a user, average amount of products per category, degree of risk of a payment method were derived using feature engineering
methods [28]. These were extra things that were to be introduced to enhance model input and improve predictive accuracy. On
the whole, the dataset constitutes the empirical basis of machine learning model building and validation in the research.

3.3 Tools and Techniques of Analysis

This paper will use a set of tools and methods of analysis to train test machine learning-based models of detecting
cyber risks in accounting systems. Python is the most common programming framework in view of its key libraries, Scikit-learn,
XGBoost, Pandas, NumPy and Matplotlib, that help in performing data pre-processing, model training, and visualization. The
Logistic Regression, Random Forest and XGBoost are trained on labeled data that are currently classified as risky and not risky
and used to classify new transactions as risky or non-risky. Stratified cross-validation and hyper parameter tuning are applied
using a grid search to train and validate those models. In case of detecting anomalies unsupervised methods such as Isolation
Forest and DBSCAN are applicable to point at a rare pattern/unusual behavior, which is not encountered in the labeled training
set. Measurement evaluation metrics are accuracy, precision, recall, F1-score, and AUC-ROC, which give a different perspective
on model performance [29]. The visualization of misclassification and the robustness of categorizing true positives and negatives
is performed using confusion matrices. The visualization of the data is done with the help of Tableau and excel, and dashboards
are created to visualize the critical parts in the transaction zones and how certain categories of transactions are risky and the
output of the anomalies. The tools will allow the easy intuitive understanding of the findings of the models and will make risk-
based decision making. Also, other statistical analysis, like the correlation coefficients and chi-square test are carried out to
determine the relation between variables. This features multi-dimension that guarantees complete coverage of the cyber security
risks in automated accounting settings.

3.4 Model Validation

Three steps, such as training, validation, and performance evaluation, are used in this study in line with model
development. The labeled instances of the training subset of the dataset trains the supervised learning models, Logistic
Regression, Random Forest and XGBoost. To achieve a higher training efficiency and accuracy, every model will be made to go
through preprocessing procedures, namely normalization and feature selection. In the validation stage, there is the use of cross-
validation tests to determine the validity of models on alternative division of data to make the models resistant to over fitting.
The process of hyper parameter tuning, the task of determining the most appropriate configurations of each algorithm is
achieved through the approach of grid search [30]. To give an example, Random Forest can be optimized with the number of
estimators and maximum depth whereas XGBoost can be optimized with learning rate and tree depth. The performance of each
model is then considered by the means of the following criteria: precision, recall, F1-score, and AUC-ROC, which will reflect their
efficiency of detecting risky transactions. Anomaly detection is done with unsupervised models which include Isolation Forest
and DBSCAN. Such models are not trained using tagged data, and are evaluated in the same dataset with the aim of detecting
anomalous transaction patterns. The flagged anomalies are compared with actual risk indicators on consistency and relevance
[31]. All model results are represented in Python and Tableau to deliver viable conclusions. This relative ease of interpretability,
combined with rigorous training, makes the proposed models more than adequate in the real-time financial setting.

3.5 Tools and Strategy of Visualization

Visual analytics is crucial in comprehending machine learning outcomes and presenting cyber security dangers to any
financial experts. The visualization approach used in this paper is the one that is aimed at providing the insights on the risks in
the form that could be understood intuitively and in a role-specific way and employs tools like Tableau, Python, and Excel. At the
first stage, the data distribution and transaction patterns are visualized due to the Python application at the Exploratory Data
Analysis (EDA) stage. Histograms, scatter plots, boxplots are created to evaluate the frequency of transactions, the risk
occurrence, and the correlation of features. Trained models post-model provide visual results in the forms of confusion matrix,
ROC curves, and feature importance rankings with the capability to offer interpretability to model behavior and decision
boundaries [32]. To build the interactive dashboards that enable the stakeholders to discover anomalies, track risk distributions
according to transaction types gauge the risk scoring in real time, Tableau is employed. Dashboards include visualizations of
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transaction clustering by means of heat maps, category-specific risks through bar charts, and line graphs to reflect temporal risk
trends. Specifically, Tableau is complemented by Excel, which can create traditional reporting requirements i.e. pivot tables and
static visual summaries. These visualization tools possess two essential uses, namely, quality of decision-making due to the
presentation of complex model outputs in a human way of reading) and increased model credibility because of transparency.
Visual insights help risk analysts, auditors and decision-makers to identify the vulnerabilities, investigate the flagged transactions
and institute timely controls. On the whole, the visualization strategy interconnects the technical results and strategic financial
control.

4. Design and Implementation of Risk Model

4.1 Design of the Proposed Risk Assessment Model

The construction of the proposed risk assessment model is designed in such a way that the ever-changing data of
financial transactions and the currently developing reality of cyber threats to automated accounting systems is considered. The
model has a modular pipeline designed that implements multiple stages: data preprocessing, feature engineering, training,
testing, and deployment of the mode [33I. The application has each layer performing particular operations and is seamless hence
it provides scalability, flexibility and real-time operability. The fundamental goal of the architecture is to identify and report
unruly activities and possible cyber hazard via classification and eventual anomaly detection features. The data preprocessing
layer is initiated with the cleaning of raw records of financial transactions, the empty cells filling, the encoding of the variable
type, and the normalization of the numbers, and eloping timestamps into timely features like activity frequency and time of the
day. During the feature engineering phase, domain specific variables will be designed that represent the user patterns in
behavior, anomalies of transaction used and inconsistency across geographies and time. These characteristics are necessary to
model the probability of incidences of risks [34]. The system is built to consider not only the past risk events but to learn the
upcoming threats due to labeling data and use them to train models and detect any anomalies in real-time. Validation layer is
used for cross-checking generalizability by applying k-fold cross-validation and the tuning layer is selected as GridSearchCV that
optimizes hyper parameters. The outcomes are directed to a decision layer in which flagged transactions are depicted through
Tableau dashboards. This architecture facilitates operational resilience, which helps the financial organizations to recognize the
risks in advance and take timely action.

4.2 Target Variable Risk Incident

The binary outcome of this study whereby transactions will be classified as either risky or non-risky transactions is
dependent on the target variable with the name risk incident. This random variable is a critical variable to any supervised
learning project, which is a 0 or 1 bit that measures whether a given transaction was deemed a cyber-risk, fraud, misstatement or
data anomaly [35]. The role of this variable cannot be overemphasized, and it will guide the model to differentiate legitimate
financial actions and the ones that should be questioned. Being a true/false field, the files in which there is a risk of a transaction
equals 1 and the other with no risk equal 0. The training set is divided into 80:20 training and testing split with the representative
distribution of negative and positive samples. Data balancing techniques are employed because of the intrinsic issues on the
class imbalance in such sets, i.e. there are more legitimate transactions than risky transactions. Synthetic Minority Oversampling
Technique (SMOTE) artificial creation of minority class samples so that the models will not over fit to the majority class. The
variable is also applied in measuring the model performance. Accuracy, recall, F1-score and area under the receiver operating
characteristic curve (AUC-ROC) are measured on predictions based on this label. Risk Incident is utilized as the baseline metric in
forming the train and as the basis of testing the accuracy of the classification [35]. It can also be used in comparing validating
anomaly scores in unsupervised models, a way of cross-assessing suspect transaction flags. Essentially, the concept of
Risk_Incident will be the pivot of the analytical framework of the performed research which will guide the design, tuning and
validation of the machine learning models.

4.3 Classification Vs Anomaly Detection

The methodological approach used in this study combines two conceptually related methods of risk detection in
automated accounting systems, classification and anomaly detection. Both approaches would help in ensuring that there is
maximum robustness based on the proposed model since it can be used to identify known and unknown threat patterns in
financial data. Supervised learning due to the usage of previously labeled historical data is classification based, and it is
constructed on the data pertaining to the field of Risk_Incident. The technique makes the model learn patterns related to risky
transactions, including: odd amounts of transactions, time variance, and repeated logging in, or user behavior abnormalities [36].
The predictive probabilities of the transaction being risky are generated using models such as the Logistic Regression, the
Decision tree, and the XGBoost. The benefit of classification is that when a lot of labeled data exists, then it can be explicitly
recognized to interpretable decisions. On the other hand, anomaly detection is unsupervised as it pays attention to the points
that vary with the standard ones and intensively. This method (i.e. Isolation Forest) is applied to identify unseen cyber threats or
zero-day attacks that cannot be detected using classification models and therefore is of especial value when used to identify
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outliers in the feature space. Anomaly detection does not use labelled data and so this area of detection works reasonably where
threats of a new and unprecedented type appear [36]. With these approaches combined, a hybrid detection system is formed.
Detection of familiar threats is accurate through classification, and classification of the rare or changing threats is however
increased through anomaly detection. This multilayered approach offers complete security to the automated accounting systems
by ensuring that the wrong alarms go down along with false alarms creating a security that is both accurate and flexible.

4.4 Model Training Baseline Models

The creation of baseline models is a very important part of comparative analysis of the effectiveness of more advanced
methods. In this study, to serve the purpose of illustrative models, Logistic Regression and Decision Tree methods are chosen as
the initial algorithms because they are easy to implement, interpretable, and broadly applied in identifying fraudulent activities.
An example is the Logistic Regression (LogReg). It works well when pairs of input features and the binary feature that is
produced (Risk_Incident) are linear. The data is preprocessed by scaling the data and one-hot encoding because of the
categorical variables before the actual training [37]. The model of logistics generates probabilities to conclude that a transaction
is likely to be risky; this is afterwards turned into a binary forecast by a threshold. The performance is determined by evaluation
metrics like recall, precision and AUC-ROC. The Decision Tree model on the other hand is rule based and hierarchical in nature. It
recursively Divides dataset into partitions by features thresholds building a path of decisions in a tree-like manner. The decision
Trees are non-linear and can handle intricate relationships among features. Scaling of features would not be necessary in this
model and thus it is suitable in case of early exploratory modeling. The two models also employ 5-fold stratified cross-validation
so that they are evenly evaluated. The results of these reference models are an indicator against which to contrast more
advanced approaches such as XGBoost and Isolation Forest. Even though being simple, sometimes Logistic Regression and
Decision Trees reveal valuable feature correlations and provide a solid analytical ground to get insights into how the underlying
structure looks like with the dataset.

4.5 Advanced models training: Advanced models

To improve the predictive performance and increase the ability to detect unusual threat patterns, two high-
performance models are made use of: XGBoost in supervised classification and Isolation Forest in unsupervised classification of
anomalies. The reason to choose these models is because of their high accuracy, scalability and strength to be used with noisy
and imbalanced data. XGBoost (Extreme Gradient Boosting) is a supercharge ensemble algorithm to sequentially construct trees
and minimize misclassification errors on previous iterations. It includes regularization parameters and avoids over fitting, and it
has parallel processing capabilities. XGBoost is in this research trained on basis preprocessed data which is the same as that on
which the baseline models are trained [37]. There are major parameters to be fine-tuned by GridSearchCV i.e. learning rate, max
depth, subsample ratio, number of estimators. In order to avoid over fitting, early stopping is utilized. The model creates
rankings of the feature importance and will make it possible to gain knowledge about the most influential variables impacting
risk classification. Isolation Forest identifies anomalies without the need of labeled data. It works through randomly choosing
features and dividing the data into isolating outliers by having less splits. Each transaction is assigned an anomaly score and
compared with that of a threshold to declare whether it can be described as a suspicious transaction. The Isolation Forest model
may be applied in situations when rare events are not really bad (their historic label may be missing), but they are potentially
dangerous [38]. The combination of the two algorithms widely used, XGBoost and the Isolation Forest, offers an all-rounded
construct. XGBoost produces predictions with high rates of accuracy concerning known risks but Isolation forest makes the
model more resistant to unpredictable threats and this makes it a comprehensive and versatile risk assessment strategy.

4.6 Cross-Validation and model Tuning

Effective validation and tuning strategies play a very important role in ensuring a robust performance of the model.
Cross validation is used in an attempt to reduce the effect of over fitting and determining the models generalizability at unseen
data. The study uses stratified 5-fold cross-validation in order not to lose class balance in training and testing folds. The data is
divided into five equal populations and each of the former is utilized once as the test set and the other four used as the training
set. To tune the hyper parameters the GridSearchCV is used to do an exhaustive search among the parameter settings. The
tuning parameters are model specific. In the case of Logistic Regression, C and L1-L2 penalties are tested. Some of the
parameters that Decision Trees are tuned on include maximum depth, minimum samples per split, and criterion (Gina or
entropy). The aspects of XGBoost tuning concern learning rate, estimator count, max depth, gamma, and regularization terms. In
the case with the Isolation Forest, the most important setting parameters are the number of trees and the level of contamination
such as the proportion expected of outliers [39]. A combination of performance metrics is used to evaluate models: accuracy,
precision, recall, F1-score and AUC-ROC (classification models); average path length, anomaly score distributions (Isolation
Forest). The features are selected via recursive feature elimination (RFE) and the SHAPE values to interpret the features. This
uniform process of model validation and tuning yields the best performance that the models can achieve, the models are not
prone to over fitting, and the prediction of the models is accurate and explainable in various categories of financial cyber risks.

Page | 707



Risk Assessment Models for Protecting Automated Accounting Systems from Cyber Threats

4.7 Overview of python implementation

The major programming language applied in constructing, training and testing the risk assessment models in this study
is Python. It is especially convenient to work with it on the data preprocessing, machine learning, and visualization tasks due to
the powerful ecosystem of libraries. The process of implementation starts with the loading and preprocessing of data with
manipulation and mathematics performed with pandas and numpy. Numbers features will be scaled by StandardScaler, whereas
categorical variables will be encoded by pd.get_dummies. Simplelmputer is used to fill in the missing. The cleaned data is then
divided into train and testing divisions with train test split within sklearn.model. Model training consists of scikit-learn Train
Logistic Regression and Train Decision Tree and xgboost Train XGBoostClassifier. According to anomaly detection, the Isolation
Forest is applied, sklearn.ensemble. The hyper parameter tuning package is GridSearchCV, and cross-validation Stratified Fold is
performed to ascertain balanced performance measures. Model performance is also displayed with matplotlib and seaborne
tools which produce ROC plots, confusion matrices, precision-recall plots, and a feature importance plot. To generate interactive
visualization, output data is sent to Tableau where dynamic dashboards are generated to reflect real-time risk scores, flagged
transactions and trends analysis [40]. The whole process is designed in modularized formats in Python and Jupiter notebooks
and each part of the pipeline has a specified function. Transparency, reproducibility, and scalability are provided with the help of
Python. Any code is version-controlled by means of GitHub that allows collaborative development and tracking changes during
the research lifecycle.

5. Results

The findings of this study give an elaborate report of the performance of machine learning models in identification and
classification of cyber threats in the automated accounting systems. Models were trained, validated, and tested by using a
curated fine grained financial transaction dataset in order to capture risk incidents [41]. To determine the main trends in the
methods of payment, types of transactions, and user behaviors, it was the visualization tools that Tableau and Seaborn library in
Python used to identify the significant trends in the methods of payment, types of transactions and behavior of the user. The
accuracy, precision, recall, and AUC points, which are included in the evaluation metrics, underline the efficiency of classification
and anomaly detection models in terms of real-time risk assessment.

5.1 Investigation of Risk Incidents on Accounting Categories

- - = sogery
Risk Intigdent o Here Ateqories a

Cutwgary

P ]
% Zyaratane
s
ieet
0 ok vooeet
. I I

Figure 1: This figure signifies to the the risks incidence amongst various operation types within the automated
accounting system
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In figure 1, a bar graph has been used to demonstrate a comparison between the numbers of risk incidences
experienced in each category of operation in the automatic accounting system. These are the categories of Inventory, Marketing,
Operations, Payroll and Sales. As can be seen through the analysis, the recorded incidents of risk are slightly different across the
departments but manage to be rather large all through. It is important to notice that the Sales category has more risk incidents
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followed by Marketing. Inventory records the least incidents of risk compared to the rest of the five categories. Such distribution
sheds more light on how some accounting categories are more susceptible to cyber-attacks and system weaknesses than others.
As an illustration, the large number of risk events in Sales and Marketing could be related to a large amount of interactions with
external factors, the contact with customers, and more transactions prone to phishing, manipulation, or fraud. Conversely,
Inventory reports relatively lower instances, which could be as a result of presumably more controlled and in house processes.
Looking at cyber security, this number highlights the importance of category-specific risk mitigation plans on the basis of
category-specific threat profiles. It shows how one-size-fits-all approach fails and risk models need to consider the operational
environment in every department [42]. The visualization helps the stakeholders to know the areas that have a higher risk and
where there should be Al-based monitoring systems installed. The Tableau visualization with the dynamic filter panel and risk
incident slider makes it even more interactive and easy to use, allowing the user to perform a customized analysis using the
selected parameters. This has been a category-based segregation, and this forms a basis of implementation of machine learning
targeted models to each risk landscape within the accounting framework.

5.2 Temporal Percentiles Analysis of Risk Frequency per Year

Figure 2: This Image indicates the percentile distribution of exposure to login frequency which concerns risk events in
back to back years, 2024 and 2025

Figure 2 is an explanation of the percentile of the frequency of logins that have been related to the risk events in two
successive years in the automated accounting system, 2024, and 2025. The graph shows a noticeable and even drastic decrease
in risk-related logins between the time ranging 2024 to 2025, which signifies that there is a massive behavior or security
performance change in the system. In 2024, the percentile frequency of logins causing risk incidences was at 100 percent which
signifies an increase in successful logins which are related with exposure to risks by the user. In contrast, the situation will be
characterized by a full decrease to 0% in 2025, which may indicate the absence of at-high-frequency log in-related risks, or the
elimination of earlier threats. This tendency can be explained by the implementation of better cyber security measures, user
authentication mechanisms, or the use of Al-based monitoring systems observed following the rise in the incidents rates in 2024.
It can also mean there is less use of the system or fewer transactions going on in it, perhaps because access controls are tighter
or the organization policy has changed. In the risk assessment modeling view, this value indicates the time behavior patterns in
cases of cyber threats and the need to induce time-series examination features into the risk assessment modeling cycle. The
year-on-year fluctuation shows that risk patterns are dynamic and need to be considered and passed simultaneously to
guarantee adaptive security of the system [42]. The percentile based perception allows the stakeholder to get to know not only
the number of risks, but also the degree of risks associated with logins in the course of time. It is important information in fine-
tuning the sensitivity of anomaly detection algorithms and optimization of response strategies, underlining the importance of
temporal variables when applied to Al-based risk evaluation models that secure automated accounting environments.
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5.3 The Association between the Failed Log on and Risk Occurrences

Failed Login Attempts by Risk Incident
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Figure 3: This Image displays the number of failed logins according to two types of risk events

The boxplot shown in figure 3 illustrates a comparison of log distribution of failed login attempts between two types of
risk incidents, non-risk incidence (0) and risk incident (1). This graphical representation will offer an idea of the relationship which
exists statistically between failures on logging in and the emergence of cyber threats in automated accounting systems. The
boxplots of the two categories have an equal range and median and most failed login attempts have been between 0 and 4. The
value of the median when it comes to both risk (1) and non-risk (0) events is approximately 2 unsuccessful attempts, which is
indicative of the fact that failing to log in is a rather prevalent event whether a security incident did or did not take place. The
whiskers of the plot and its spread (interquartile range) mark that in case of both risk and non-risk events, there may be up to 5
failed attempts of logging in, which indicates the presence of the outliers and some extreme behavior in both types. This is an
indication that successful and failed logins, although it can be a critical parameter, cannot be used alone in predicting whether a
risk event is likely to happen. It may be needed to supplement additional context data, like user roles, log in times and
geographical anomalies to make the correlation stronger. As a modeling variable of risk assessment, it follows that failed logins
may be a good input factor, particularly in conjunction with other variables [43]. Even though such a high value of failed
attempts alone is not indicative of an extreme difference between risky and non-risky categories, such data points to the
importance of defining authentication behaviors in the context of machine learning models used to detect anomalies. Such a
form of pattern analysis helps to increase Al driven quality of threat detection and design a resilient accounting environment
based on cyber risks indicators.

5.4 Incident Severity Distribution analysis
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Figure 4: This picture presents how incident severity levels are distributed
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Figure 4 demonstrates the frequency of the severity level of an incident - None, Low, Medium and High in the dataset,
based on which risk assessment models are to be developed to provide automated accounting systems with the necessary
degree of protection against cyber threats. The bar chart also displays the extremely skewed scale, with a significantly higher
number of the recorded values being marked as none, displaying that no security incident took place most of the time. In
particular, the count of entries filed under the category of none exceeds 8,500, whereas the sum of incidents of Low, Medium,
and High severity is much lesser and each of these categories tallies under 600. Such a difference demonstrates one of the issues
that stands out in many cyber security analytics analysis, referred to as class imbalance, capable of affecting the effectiveness of
machine learning models due to predictions being skewed in favor of the dominant class. Even though there is this imbalance,
the availability of the different levels of severity is essential in establishing the development of subtle classification models that
can be used to categorize threats according to high or low intensity. The incidents of low severity might include small policy
violations, whereas the medium and the high levels may indicate a more serious violation, i.e.,, unauthorized access or data
manipulation. In terms of modeling, this distribution shows the significance of strategies like oversampling, generation of
synthetic data or cost-sensitive learning to keep the model from failing issues of not identifying well and learning the minority
classes. Trends of severities enables the risk managers to adjust strategies of their response; events with low severities can be
responded to via an automatic alarm, an event with high-severities could require prompt human actions. All in all, the
distribution profile of the severity levels shown in Figure 4 will give key insights on the type and occurrence of cyber threats in
automated accounting systems and contribute as a baseline to the development of intelligent responsive models of assessing
risks.

5.5 Risk Incident Frequency Cross Payment Methods and Functional Categories
Table 1: Pivot table on Risk Incident Frequency Cross Payment Methods and Functional Categories

A B

1 |Row Labels | ~|Sum of Risk_Incident
2 | = Bank Transfer 459
3 Inventory a5
4 Marketing 101
5 Operations 85
6 Payroll 79
7 Sales 99
8 | @ Cash 493
9 Inventory 85
10 Marketing 100
11 Operations 101
12 Payroll 101
13 Sales 106
14 | = Credit Card 496
15 Inventory 88
16 Marketing 99
17 Operations 100
18 Payroll 101
19 Sales 108
20 | = (blank)

21 (blank)

22 |Grand Total 1448
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Sum of Risk_Incident

Frequency of Risk Incident in difference
Catagories and payment methods
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Figure 5: This Image demonstrates the occurrence of risks cases in various functional groups

In figure 5 a multi-dimensional bar chart will be presented to show how often a given risk event occurs based on the
various functional areas, namely Inventory, Marketing, Operations, Payroll, and Sales and based on three key payment methods
namely, Bank Transfer, Cash, and Credit card. The chart is based on cumulative sum of risk incidences (n = 1,448) and is used to
indicate the possible correlation of the transaction mode with the exposure to cyber security risk to certain sections of functions
within an occupied department within an automated accounting system. What the analysis shows is that it was the Credit Card
payments which produced the largest number of risk incidents (496), next to Cash transactions (493) and then Bank Transfers
(459). In every type of payment, the Sales and Payroll functions registered the greatest number of occurrences in all cases of
risks. Under Credit Card payments, sales showed top records of 108 times and Payroll showed 101 occurrences. Same trend is
also observed in the Cash and Bank Transfer segment. These are the signs that Sales and Payroll functions are especially at risk,
and probably it is because of the great amount of transactions, the number of entries into the systems, or responsibility about
sensitive info. The other important observation is the relatively even dispersion of the risk among the various departments after
passing them through the filter of the payment method which shows that there is no particular category that cannot be
subjected to potential threats, and that the method of payment can increase the risk surface. The existence of the blanks in the
data (the cause of it remains unclear, probably, because of the dents or incomplete data) also indicates the necessity of
theoretically perceptive data governance to contribute to the correct risk profiling. Figure 5 highlights the significance of
situational risk evaluation models that put into account both organizational purpose the payment system as key predictors [44].
This kind of insight can be used to inform the adaptable provision of security resources and preventive controls, strongly related
to the research goal of creating intelligence data-driven risk mitigation measures with automated accounting systems.
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A. 5.6 System Latency as a Function of Risk Incidents Analysis
System Latency by Risk Incident
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Figure 6: This Image illustrates a comparison of system latency in milliseconds (ms) classified by the occurrence of risk
incidents

The boxplot comparison of system latency measured in milliseconds (ms) divided into the presence of risk events, i.e.,
latency is compared in conditions where no incident occurred and in case it was confirmed, is presented in Figure 6. The purpose
of this visual analysis is to investigate the possibility whether system latency can be an indicator or by-product of cyber security
risks in automated accounting systems or not. Based on the boxplot, it can be noted that the median of both categories (system
latency) are almost similar and close to 300 ms. the diffusion and dispersion are very illuminating. In both the risk and the non-
risk set-ups, when it comes to latency, the minimum is about 100 ms and the maximum 500 ms meaning that the boundary of
system performance is consistent. The interquartile ranges (IQRs) are very similar too, indicating that both the distributions have
a pattern of rather equal distribution of latency values. The boxplots quietly give a bit wider protection of the risk-related cases,
which indicates that some of the risk incidents might be connected to a momentary branch in the latency, possibly under the
influence of anomaly or access by other subjects, which got past the regular processing controls. Notably, however, there is not a
significant deviation between the two classes and thus it is possible that the system latency alone is not a powerful independent
indicator of the risk events, whereas it might still be a secondary feature when applied in combination with others such as failed
login attempts, transaction time anomalies). The analysis of the latency patterns along with other behavioral parameters might
assist with fine-tuning of anomaly detection models, particularly in the context, when an attacker tries to benefit by misusing
inefficiencies of the system or causing performance bottlenecks.
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5.7 Risk Type Frequencies in Automated Accounting Systems Analysis
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Figure 7: This Image demonstrates how risk types presented in automated accounting systems are distributed

The breakdown of various kinds of risks that may appear in automated accounting systems is provided in Figure 7,
which provides an idea about the most common types of cyber security threats. These are presented as "None," "Error,"
"Misstatement and "Fraud". Such an analysis is essential in laying light on the nature of the risks, and in driving the modelling of
specific risk assessment models. As indicated from the chart, it is apparent that more than 8,500 (nearly 95 percent) of the
records meet the criterion as no risk has been identified. This kind of domination is normal in highly automated systems where
there are fewer incidences compared to the amount of transactions that are handled [45]. The occurrence of other types of risks,
although in lesser amounts in number, is important as they have an impact and their calibration in various models. The type of
risk that is most commonly reported in the flagged incidents is the risk of error followed by maybe a few points back by
Misstatement and Fraud. Although the ratio of such categories of messages is a minority issue it exists, this is a high priority
since it might occur due to improper settings, the negligence of a human, or even a malicious activity. As an example,
misstatements can be caused by wrong data input or alteration of books of accounts and fraud could comprise unauthorized
trades or identity loss. The rare occurrence of this course of high-risk events highlights the necessity of the sensitive and
accurate identification mechanism. Such threats need to be reflected through subtle anomalies that are sensitive to risk models
that should be well trained to isolate them. In addition, the fact that the dataset is unbalanced (with technically almost all the
data is labeled as none) shows the need to use such techniques as oversampling, weighting classes, or anomaly detection in
order to make sure that the models are not trained in a way that they would favor the most numerous category. Figure 7
indicates that when developing an Al-based risk assessment system in the financial setting, it is necessary to pay much attention
to the rare but high impact type of risks.
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6. Dataset

6.1 Screenshot of Dataset
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6.2 Discussion and Analysis

The Financial Transaction and Risk Management Dataset has been adopted in this study, and this type of research space
environment provides a relatively complete and realistic simulation of financial transactions managed in automated bookkeeping
systems. Being unique, as specifically designed on the dataset for Al-based research and real-time cyber security risk modeling,
the dataset includes a diverse range of features that are needed to develop predictive and anomaly detection frameworks. It
contains detailed transactional information not only about transaction IDs, transaction types such as credit, debit, refund,
amounts, and currencies, categories such as sales, payroll, operations, and payments methods such as cash, credit card, banks
transfer but also on counterparties. Among the most important features of the data set is the fact that it contains a binary target
variable named Risk_Incident that describes whether a certain transaction was related to risk events like fraud, error and
misstatement [46]. The dataset is therefore suitable in supervised learning algorithms where it is going to be used in
classification and also in unsupervised learning techniques and this is where it is going to be used in identifying anomalies. Also,
metadata about the system level is added to the dataset, such as user frequency of activities, log-ins, geographical area of IP,
and transaction processing time - to enable behavioral analysis and feature engineering to improve model performance. With
more than 10,000 transaction records covering a broad period of time, the data is split to consider both low- and high-risk
environments but the high natural imbalance of the class variable of interest, i. e. "Risk_Incident", speaks for a similar imbalance
of transactions presenting a financial system representative of the actual financial setting where cases of fraudulent or erroneous
transactions are relatively uncommon. Depending on the nature of transactions and metadata which may have various
dimensions, the multi-dimensional risk analysis is likely to be carried out and enable us to build scalable and effective machine
learning models. In addition, the structure and level of detail of this dataset can be visually presented without difficulties by
means of such tools as Tableau, Matplotlib and Seaborn components in Python and Excel dashboards. It also offers a powerful
empirical base to evaluate the potential ways of transforming automated accounting systems into resilient systems of the cyber
threats that are constantly emerging. All in all, the given data set plays a significant role in experimentation and confirmation of
the offered Al-driven risk assessment system, as it can provide both theoretical knowledge and practical means of improving
cyber security in automated financial systems.

7. Dataset and Analysis

7.1 Risk Distribution in Total Organization and in Categories

The analysis identified a high disparity of risk incidents between organizations with distinctive categories of
organization e.g. Inventory, Marketing, Operations, Payroll, and Sales. Significantly, the Sales and Marketing sectors had the
highest number of occurrences, pointing out to the fact that the greater the transaction volume, the more a system is exposed,
and more transactions and interactions with the external stakeholder, the more exposed it is. This allocation is not surprising
since those units that are closer to the interface with the customers or money handlers are associated with greater cyber
exposure [47]. The counts of incidents in the Inventory and Payroll departments were also high, although a little less, which

Page | 715



Risk Assessment Models for Protecting Automated Accounting Systems from Cyber Threats

proves that internal-focused departments are not exempted and can be affected by system-level weaknesses. The lessons
illustrate the significance of department-level risk assessment plans. In lieu of the security reinforcement, organizations are
required to focus on the functional risk exposure rather than employing blanket security measures [48]. The results allude that
auto-systems in doubt-biting and people-reasonable territories would have greater monitoring and control techniques.
Application of dynamic channels and visualization applications such as Tableau allowed an intuitive knowledge of the risk
patterns of each department, permitting stakeholders to recognize and eliminate risk hot zones more adequately. This is a
supporting analysis of how operationally we need to implement the Al-driven risk dashboards innovation in the enterprise
resource planning systems in a manner that real-time security warnings can be configured on a per-role basis. Finally, automated
accounting risk prevention must be situation-specific, evidence-based and functional to maximize the consequences of threats.

7.2 Time-changes in the frequency of risks and its implication

The comparison of the risk frequency by year indicated a sudden drop in the percentile frequencies between 2024 and
2025 the risk frequencies [49]. This fact may be explained by the rise of machine learning-based risk mitigation techniques and
investments in cyber security infrastructure of organizations. It is possible that the lower percentile in risk percentile in 2025 is a
sign that Al-powered anomaly detection systems worked better during live monitoring, in alerting about incidents before they
grew exponentially. On the other hand, it may indicate the underreporting or the desensitization of the system, which requires a
revisit of the sensitivity of the models reporting practices. The occurrence of the identified risk reduction is also associated with
some external factors: alteration of the regulative requirements, employee training program, or change of organizational
priorities. Although the findings show deterioration, one would wish to keenly review the risk decrease whether it is genuine or it
is distorted due to data collection limitations and anomaly considerations. Notably, the temporal aspect underlines once again
that cyber security threats are dynamic in their nature and require adaptive models to change with time [50]. The development
of a drop in incidents in some organizations should not be viewed as a possible decline in the level of alertness. On the contrary,
risk models need to be proactive, therefore must be capable of using time-series analytics and trend forecasting. To read more
about these trends, in future the study should be longitudinal including continuous feedback loops, so that a clearer
interpretation of the given trends could be created. Practically, such results act as an encouragement to decision-makers that
they should continually invest in milieu training, awareness and re-calibration of models instead of settling in one stable state of
security when they think that risk is addressed.

7.3 Failure Login Attempts as User Behavior Analysis

The review of the failed logins showed a similar percentage in both systems where there were recorded risk events and
those whose risk events were not recorded. The finding is quite special given that it contradicts the common notion that high
volumes of failed logins directly relate to cyber security breaches. The median values of both risk and non-risk systems were also
close, which also allows concluding that failed login attempts cannot be considered as a clear sign of threats [51]. The
implication of this finding is that though the monitoring of failed logins is required, this approach should be employed together
with other variables such as time-of-day access anomalies, geographical anomalies, user role sensitivity to enhance the accuracy
of the prediction. One way to interpret it is that not all failed logins are malicious as they can be a result of positive reasons like
password resets, user error, etc. But they are predictive of risk when used together with other indicators, including multiple
attempts to access sensitive modules or log in at once to multiple devices. Therefore, failed login data should not be considered
as an important risk indicator of machine learning models but only as a context factor [52]. This discussion shows why
multidimensional behavioral analytics is important in determining whether a user is genuine or whether he or she has
permissions to access a system. Tracing down to user behavior metrics would help enrich the level of the anomaly detection,
where the value of financial set-ups is vast. To deal with practical applications, system logs need to be in clusters and mined to
identify intricate access patterns as opposed to isolated abnormalities. The observation in this case supports the assertion that Al
models need graded inputs of behavioral, transactional, and structural data in the system to meet great fidelity with predictions
and applicability in the field to defend automated accounting frameworks.

7.4 Assessment of Incident Severity in automation setting

The pattern of the severity of incidents in the data shows that far most of the system events are classified as none and
relatively few incidents with the severity Low, Medium, and High. Whereas, this may lead one to think that the overall stability of
systems is apparent, many medium and high-severity incidents cannot be overlooked. The adverse events are unfortunate and in
fewer numbers but they are the most dangerous to the finances, information integrity and reputations [53]. Considering the
approach of cyber security management, this draws attention not only to frequency of the incidents, but also to the significance
of incident impact when defining risk strategy. Machine learning algorithms have to be trained not only to enforce the
occurrence of an incident but to have an idea about its severity. This complicates matters further such that multi-class
classification models and weighted risk assigning systems are necessary. In addition to this, the level of severity may also be used
to determine how incident response processes are prioritized, where high severity incidents only prompt direct mitigation
processes whereas low powered occurrences may be allowed to go through the batch analysis approach. The imbalanced data
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can also emphasize the requirement to train models to indicate that class imbalance is a concern that should be considered and
potentially resolved with the help of oversampling or cost-sensitive learning [54]. In operations, risk dashboards ought to contain
severity-spreading illustrations to assist security teams to target their assets to the most influential dangers. It was found that
most events are low or no in severity but organizations must not be seduced to complacency because just one event of high-
severity can wreak havoc throughout the organization. Therefore, the model should be able to support frequent anomalies or
low-intensity breaches and low-intensity breaches and rare, high-impact breaches and be able to possess a complete posture on
cyber security in case of automated accounting systems.

7.5 Effects of Payment Options on Risk Occurrence

The study established the correlation that existed between the method of payment and incident frequency ranks the
Credit Card and Cash payments slightly higher in rate of occurrence as compared to a Bank Transfer. This may be as a result of
the decentralized and immediate characteristic of such payment channels thus being prone to unauthorized or anomalous
activity [55]. Bank Transfers are often assumed to include several verification levels viz. delays in checking fraud, possibly
resulting in the lower apparent risk levels. Cash and Credit Card systems, in particular when combined with automated
accounting and other tools, may be entirely based on third-party APIs, another source of vulnerabilities [56]. This result means
that mode of payment must be a situational factor during modeling of cyber security risks. The possibility to include payment
methods in the model will make threat prediction more accurate because of the operational dimensions considered when using
the model. Also, cross-tabulation of the data specific to each department (observable in the picture), illustrates that operations
where cash or card sales are done in large volumes, such as Sales and Marketing, are more likely to be at risk. These insights aid
in designing layered protection around payment channels e.g. real time verification of card payment and consolidated
monitoring of cash deposits. Governance wise, organizations could be reachable to make changes to their risk mitigation
measures based on transaction mode [57]. The policy recommendation might be restriction of high-risk payment methods in
specific departments or the necessity of double authentication of such accession. In conclusion, it can be stated that these types
of operational processes, such as handling of payment, do need to be considered when addressing the assessment of cyber
security risks, in order to develop smarter, more intelligent, context-sensitive protection schemes.

7.6 Operation Latency and System vulnerability

The box plot analysis of system latency as it applies to the risk incidents indicates that average time response values do not vary
much among systems with incident and without incident. But there is a significant variation in latency in the subjects of both
groups that ranges between 100 ms and 500 ms. though latency itself does not seem to be a powerful factor to predict the risk,
it cannot be ignored as a secondary or convoluted factor [58]. The increased response time may indicate that the network is
congested or the APIs are slow to execute or have internal bottlenecks thereby opening vulnerability through attacks or
mistakes. More to the point, outbursts of latency, particularly in case of coincidence with access attempts through some strange
relocations or non-business hours, might be used as preliminary signs of an attack. In a later design, it is possible to use latency
data in machine learning models as either a time-series data feature or a flagging input to detect anomalies. High latency is not
a causal factor per se but it could reflect that a system is stressed or that its user is acting abnormally [59]. Systematically,
dashboard displays showing latency alongside security values might be more useful at showing the system as a whole and the
overall health of a system. Besides, the alerts about the irregular slow pocketsiteral upfront may warn about a problem before it
gets out of control in the form of a risk event. This further settles the argument that cyber security in automated accounting is
multidimensional and needs to be harmonized with integration of infrastructure-based metrics with behavioral and transactional
measures. Latency is thus a very crucial metric in spite of being mostly ignored, and the risk assessment modelling should delve
more into it.

8. Future Works

The next generation of risk assessment models in automated accounting systems must suggest ways to include deep
learning to understand the temporal patterns and the anomalies in the behavior in real-time, using, e.g., Recurrent Neural
Networks (RNNs) and Transformers. Including additional types of organizations, industries and geographical areas in order to
expand the dataset can make the models more generalizable and remain robust. In the future, we should also focus on creating
explainable Al (XAl) frameworks that would enable financial auditors and compliance officers to make certain risk predictions in a
more interpretable manner. Adding the possibility to conduct real-time streaming data analysis and edge computing to the
functioning of the system would make the functioning of the system more responsive to changing cyber threats, particularly, the
functioning of the cloud-based accounting systems [60]. potential solutions, such as expanding the existing mechanism to allow
not only binary detection of an incident but also predictive severity scoring, can provide more valuable information regarding
incident prioritization [61]. Hybrid ensemble that combines an approach that classifies, identifies anomaly, and probabilistic
models can also possibly achieve greater accuracy and be able to withstand more advanced attack patterns. The areas of ethical
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considerations with regard to automated risk profiling should also be addressed by the researchers, especially on false positives
that may be used as a means to forestall any legitimate financial activities [62]. Last, future research has the potential to conduct
long-term testing of effectiveness of the given models in live operation environments via A/B testing and continuous learning
mechanisms so that the models can adapt to changes equally within the organizational behavior and a threat ecology.

9. Conclusion

The current research paper has thoroughly discussed how Al-powered risk measurement frameworks would be a critical
step towards protecting automated accounts-based systems against the worsening cyber-threats. As more companies adopt
digital accounting tools and automated accounting systems including ERP systems and applications, RPA, and cloud-based
services, the attack surface that organizations have to consider grows and ends up being exploited by cybercriminals to their
advantage [63]. The research proposed the importance of strong, scalable, and smart models which have the ability of identifying
anomalies and instances of risks in real time that are beyond the conventional rules based or static audit platforms. Such
classification and anomaly measures can be used to detect patterns associated with fraudulent activity, unsuccessful log-ins, high
system latencies, and other threats to operations, which was illustrated by developing and testing baseline and advanced
classifiers- logistic regression, decision trees, XGBoost, and isolation forest, as part of the study [64]. Tableau visualization and
plotting of the Python framework also helped make visualization even more interpretable, allowing decision-makers to better
understand which categories have the highest risk and what methods of payments are the most vulnerable when according to
the time variable. It is important to note that an increase in risk incidents was observed in Sales and Marketing functions and
trends that were closely related to the risk incidents involving failed log-in attempts and system delays have been characterized
as security breaches. The offering of the number of severity levels and the number of types of risks increased the degree of
granularity, which gave an opportunity to consider vulnerabilities in the system in a multidimensional view. Although the study
was strong it noted that there are some limitations to do with the interpretability of the model and data balance and scalability
when integrating the model in live production environments. Yet, the proposed risk model architecture forms a strong basis of
adaptive cyber security protection of financial settings. With more financial activities being digitized, the combination of Al,
visualization and continuous learning will become a necessity to keep the pillars of trust, compliance and continuity of
operations intact. Finally, the study will also present a hands-on, empirical-based guide to detecting, tracking, and remediating
cyber threats in automatized accounting environments- a valuable asset to financial institutions, accountants, and information
technology, and policymakers that are interested in developing robust digital finance frameworks.
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