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| ABSTRACT 

The accelerated evolution of Industry 4.0 has further accelerated the adoption of the Internet of Things technology in 

manufacturing infrastructure, which enables real-time data collection and improved operational transparency. However, smart 

manufacturing infrastructure currently relies on human intervention and predetermined decision algorithms, which limit its ability 

to adapt to complex and dynamic manufacturing environments. This study aims to address this limitation by presenting a 

conceptual framework for an IoT-based cognitive manufacturing infrastructure that enables real-time autonomous decision-

making. This infrastructure will leverage IoT-based sensing technology, edge computing technology to process data in real-time, 

and cognitive intelligence technology based on artificial intelligence and machine learning algorithms. The proposed architecture 

utilizes a multi-layer structure that includes data acquisition, processing, cognitive analytics, decision-making, and execution 

layers with the help of continuous feedback and learning mechanisms. This allows the manufacturing systems to sense the 

environment and process the data to optimize the processes with minimal human involvement. The study also presents the 

applications of the proposed framework, such as predictive maintenance, real-time quality management, production 

optimization, and energy management, which show the flexibility and applicability of the proposed framework for smart 

manufacturing systems. The paper also covers the challenges faced by the proposed architecture and the future scope for the 

proposed framework. The proposed framework provides a flexible and scalable platform for the development of intelligent and 

self-optimizing manufacturing systems and hence contributes to the development of next-generation manufacturing systems. 

| KEYWORDS 

AI, Fabrication, Industry 4.0, Industry 5.0, IoT 

 | ARTICLE INFORMATION 

ACCEPTED: 20 March 2026                   PUBLISHED: 03 April 2026                         DOI: 10.32996/jcsts.2026.8.5.11 

 

1. Introduction 

The advent of Industry 4.0 has revolutionized conventional manufacturing norms significantly by providing a pathway from 

isolated, manually controlled manufacturing environments to more interconnected, intelligent, and automated manufacturing 

environments. A key component of Industry 4.0 is the Internet of Things (IoT), which helps in providing seamless interoperability 

between machines, sensors, and manufacturing systems, thus ensuring a smooth flow of data collection in real-time. Through 

such IoT-based manufacturing environments, modern manufacturing plants are capable of collecting data about machine status, 

environmental conditions, and manufacturing performance more accurately than ever. However, despite the widespread 

adoption of IoT-based technologies in manufacturing environments, a significant gap exists between data collection and 

intelligent decision-making. A majority of existing manufacturing environments are based on manual control or a set of 

predetermined rules, which restrict their ability to adapt dynamically to changing operational conditions [1]. 

In order to overcome the drawbacks, the idea of cognitive manufacturing systems has been put forward as a revolutionary 

concept that brings together the idea of the Internet of Things (IoT) and advanced technologies like artificial intelligence, 
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machine learning, and data analytics. While traditional smart manufacturing systems focus mainly on data collection and 

monitoring, cognitive systems are capable of perceiving, learning, reasoning, and acting on their own. They are capable of 

processing huge amounts of real-time and historical data, detecting patterns and anomalies, and taking decisions in real-time 

without the need for human intervention. This is extremely important in today’s manufacturing industry, where there is a need to 

cope with variability, uncertainty, and mass customization. Cognitive systems are capable of infusing intelligence into the 

manufacturing process, allowing for self-optimization, prediction, and adaptation [2]. 

The current research introduces a comprehensive conceptual framework for IoT-enabled cognitive manufacturing systems, with 

the ultimate aim of enabling real-time autonomous decision-making in the context of Industry 4.0. The framework highlights the 

importance of integrating data acquisition through IoT, edge computing to support real-time processing, and cognitive 

intelligence to support advanced analytics and decision-making. By bridging the interface between data and intelligence, the 

current framework is expected to enable increased efficiency, resilience, and flexibility in the context of Industry 4.0. Ultimately, 

the current work is significant in the context of next-generation manufacturing as it provides a framework for the evolution 

towards autonomous and intelligent factories. 

2. Background and Motivation 

The rapid growth of the Internet of Things (IoT) in the manufacturing field has significantly increased the potential of industrial 

systems to monitor, collect, and analyze data in real-time. The integration of smart sensors and connected devices in the 

manufacturing process has created a significant volume of operational data, enabling a higher degree of transparency in the 

manufacturing process. These technological advances have created a smart manufacturing environment that enables predictive 

maintenance, condition monitoring, and process optimization in the manufacturing field. However, the majority of the systems in 

the manufacturing field still function in a reactive or predictive manner, in which the decision-making process is contingent upon 

human intervention or algorithmic processes. This has significantly impacted the potential of the system to dynamically respond 

to unexpected disruptions and complex scenarios in the manufacturing process [3][4]. 

The rationale behind cognitive manufacturing systems lies in the need to overcome the limitations mentioned above, which 

requires the direct inclusion of intelligence into the decision-making process. The inclusion of the Internet of Things, along with 

other advanced technologies like artificial intelligence and machine learning, into the system offers the possibility to transform 

data-driven systems into knowledge-driven systems. Cognitive systems have the ability to learn from existing data, cope with 

new conditions, and take decisions independently based on the context. This is especially relevant when discussing the current 

conditions of the manufacturing industry, where high variability in manufactured goods, reduced production cycles, and the 

demand for customization are common factors [5]. 

The rising complexity of global supply chains and the need to coordinate distributed manufacturing in real time have further 

emphasized the need for intelligent and autonomous systems. Cognitive manufacturing allows for proactive decision-making by 

predicting disruptions, optimizing resource allocation, and improving system robustness. It also allows for constant improvement 

by using feedback learning mechanisms, thereby improving system performance over time. As such, this research is motivated 

by a need to conceptualize a framework that integrates IoT and cognitive intelligence to enable autonomous decision-making in 

real time, thereby propelling the future of Industry 4.0 manufacturing systems [6]. 

3. Literature Review 

The evolution of smart manufacturing has been extensively studied in the context of Industry 4.0, with specific attention to 

enabling technologies like the Internet of Things (IoT), cyber-physical systems (CPS), and digital twins. The literature suggests 

that the implementation of IoT-based manufacturing systems significantly improves the visibility of operations, facilitates 

predictive maintenance, and enhances monitoring processes through sensor-enabled data collection and real-time analysis. 

Several studies have shown the effectiveness of IoT-based systems in reducing machine downtime, improving overall equipment 

effectiveness (OEE), and facilitating data-driven decision-making. Additionally, digital twin technology has been extensively 

studied for simulating physical systems virtually, allowing manufacturers to forecast system performance and optimize it before 

actual implementation [7]. 

However, these advances are largely restricted to data acquisition and predictive analytics and are not capable of fully 

autonomous and adaptive decisions. Recent research in the field has also explored the concept of cognitive manufacturing, 

which refers to the integration of artificial intelligence and machine learning to facilitate learning, reasoning, and self-

optimization in the manufacturing process. The research in the field has proposed the application of various machine learning 

algorithms for detecting anomalies and predicting quality and process optimization. Similarly, reinforcement learning methods 

have also been explored for dynamic decisions in complex environments [8]. 
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This particular study recognizes that, as far as the existing literature is concerned, there are still issues relating to data 

interoperability, scalability, latency, and system integration that are yet to be addressed. Indeed, there are many frameworks that 

fail to properly consider the role played by edge computing in reducing latency and the need to integrate heterogeneous 

systems and platforms. As such, there is a discernible gap in the literature relating to the development of a comprehensive 

conceptual framework that is able to integrate Internet of Things (IoT) data acquisition, cognitive intelligence, and real-time 

decision-making mechanisms under one roof. The current work is intended to bridge the gap through the development of an 

integrated framework that is able to support learning, adaptive control, and autonomous operation in modern manufacturing 

systems. 

4. Concept of Cognitive Manufacturing Systems 

Cognitive manufacturing systems mark a sophisticated evolutionary leap beyond the realm of smart manufacturing systems by 

introducing the idea of enhancing traditional automation systems with intelligence, learning ability, and autonomous decision-

making capability. Unlike traditional automation systems that rely on predetermined rules and programming for operations, 

cognitive systems are designed to react and adapt to the ever-changing environment of the manufacturing process. These 

systems leverage the data generated by the Internet of Things to provide real-time visibility into the manufacturing process and 

transform the data into useful information. The combination of sensing and analytics enables cognitive manufacturing systems 

to move from reactive and predictive to proactive and autonomous systems [9]. 

At the heart of cognitive manufacturing is the concept of a tri-layered functional structure, i.e., perception, cognition, and action. 

The role of the perception layer is to obtain information from various sources, including sensors, machines, and systems, thereby 

allowing the constant monitoring of various parameters, including temperature, vibration, and production rates, and machine 

status. The cognition layer processes the information obtained from the perception layer through advanced computational 

techniques, including artificial intelligence and machine learning, to obtain patterns, anomalies, and predictions. The action layer, 

as the name suggests, converts the obtained information into decisions and takes action through automated systems, thereby 

creating a closed loop to respond to environmental changes [10]. 

One of the key attributes of cognitive manufacturing systems is their ability to learn. This ability to learn improves the system’s 

performance over time. Machine learning algorithms are used to analyze data from past and present situations. This improves 

the cognitive manufacturing system’s ability to learn from past situations. This ability to learn helps the system cope with new 

situations in manufacturing. For example, a cognitive manufacturing system may identify frequent failures in a manufacturing 

machine. This enables the system to adjust parameters to prevent future failures. This ability to learn improves manufacturing 

systems, making them self-optimizing [11]. 

Another important feature of cognitive manufacturing is contextual awareness. This is different from traditional manufacturing, 

in which decision-making is based on individual data inputs, while in cognitive manufacturing, there is a broader awareness of 

other factors such as production schedules, supply chain, energy, and environmental factors. This provides a better 

understanding of decision-making, where a system is able to make informed decisions based on contextual awareness. For 

instance, a cognitive system is able to adjust production speeds based on other factors such as supply chain and energy costs, 

unlike traditional manufacturing, where such decisions are based on individual data inputs [12]. 

A cognitive manufacturing system emphasizes interoperability and integration, considering various platforms and technologies. 

A cognitive manufacturing system is developed in a manner that enables seamless integration with enterprise systems, cloud 

infrastructure, and external data sources. This helps in achieving enhanced capabilities such as real-time optimization, predictive 

maintenance, and autonomy in a distributed manufacturing network. A cognitive manufacturing system, therefore, represents a 

key component in the development of an autonomous intelligent factory, which is in line with the broader objectives of Industry 

4.0 and helps in achieving Industry 5.0 [13]. 

5. Proposed Conceptual Framework 

The proposed conceptual framework for IoT-enabled cognitive manufacturing systems is described in the form of a multi-

layered architecture that allows for seamless integration of data acquisition, intelligent processing, and autonomous decision-

making capabilities. By employing the Internet of Things technology in the form of a foundational layer, the framework is able to 

capture real-time data from various machines, sensors, and production systems. This multi-layered system is designed to enable 

scalability, flexibility, and data flow in an efficient manner, with each layer performing a unique function towards achieving the 

ultimate goal of real-time cognitive decision-making. 

The first layer, which is named the Internet of Things (IoT) data acquisition layer, is aimed at collecting data in real time from 

various sources within the manufacturing environment. This includes sensors within machines, RFID technology used in tracking 

materials, as well as industrial control systems used in monitoring production processes. The data collected in this stage includes 
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machine health status, environmental status, operational status, and process status. This layer can be considered the base of the 

whole framework since the quality of data collected affects the quality of subsequent decision-making processes. 

The second layer is that of edge computing, which addresses problems such as latency, bandwidth, and real-time response 

issues. This is achieved by processing data in real time, or rather closer to where it is generated, instead of sending it to 

centralized clouds for processing. This is where edge devices filter, aggregate, and analyze data, thus facilitating quick response 

times and addressing network congestion problems. This is a very important aspect in a manufacturing environment where quick 

responses are required to avoid failures and sustain quality production. 

The third layer, which is named the data integration and management layer, primarily focuses on integrating data from multiple 

heterogeneous sources in a unified form. This layer uses data lakes, middleware technologies, and standard communication 

protocols to provide interoperability between heterogeneous systems and devices. This layer manages data storage, retrieval, 

and governance, which provides easy access to real-time as well as past data. Effective integration of data is necessary to build a 

comprehensive picture of the manufacturing process. 

At the heart of this model lies the cognitive intelligence layer. This is where data is transformed into valuable information 

through artificial intelligence, machine learning, and analytics. This cognitive intelligence layer performs a variety of tasks, such as 

anomaly detection, predictive modeling, optimization, etc. By studying patterns and trends in the data, the cognitive intelligence 

layer helps the system forecast any challenges that may occur, as well as opportunities for improvement. This represents the 

basis of autonomous decision-making. 

The decision-making layer is responsible for improving real-time action selection by taking advantage of the knowledge 

generated by the cognitive intelligence layer. This layer might utilize rule-based systems, optimization algorithms, and 

reinforcement learning to analyze various scenarios and determine the best course of action. This is done in accordance with 

established objectives, such as achieving maximum efficiency, minimizing costs, and maintaining product quality. The ability to 

make context-aware decisions is a key attribute of the proposed framework. 

The execution and feedback layer is tasked with ensuring that any decision made within the system is executed appropriately. 

This layer works closely with control systems, actuators, and even automation tools to ensure that any decision reached within 

the system can be executed appropriately within the manufacturing environment. This layer also receives feedback on the 

outcome of any action taken within the system. This feedback mechanism helps in ensuring that there is a form of learning 

within the system, which in turn helps in ensuring the robustness of the framework. 
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Fig 1. Conceptual model of a cognitive manufacturing system 

Figure shows a conceptual model of a cognitive manufacturing system enabled by IoT technology, which clearly indicates the 

flow of data from physical devices to intelligent decision-making. Starting from the top of Figure 1, the cognitive manufacturing 

system begins with the IoT Data Acquisition Layer, which receives data from various sensors and devices. This data is then 

processed at the Edge Computing Layer. Once the data is processed, it is integrated and managed by the Data Integration & 

Management Layer. Then, cognitive intelligence is used to analyze the data at the Cognitive Intelligence Layer. After receiving 

the cognitive intelligence, the Decision-Making Layer takes appropriate actions based on the data. Finally, the Execution & 

Feedback Layer executes the decisions made by the system, providing feedback to the system. 

6. Real-Time Autonomous Decision-Making Mechanism 

Real-time autonomous decision-making is a fundamental ability of cognitive manufacturing systems that allows for operation 

with minimal human intervention while still ensuring high levels of efficiency and flexibility. This ability is driven by the constant 

flow of data from the Internet of Things, in which sensors and other connected devices monitor the performance of equipment, 

environmental factors, and other manufacturing processes. The presence of real-time data allows for the maintenance of 
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situational awareness and enables responses to any changes in the operation of the system. While traditional systems rely on 

analysis that occurs after a delay in the data stream, cognitive manufacturing systems rely on the data as it is created. 

The decision-making process begins with data acquisition and preprocessing, where raw data collected from various devices of 

the Internet of Things (IoT) is filtered and preprocessed for further processing and analysis. This is an important phase in 

ensuring data accuracy and relevance, as incorrect data may lead to incorrect decision-making processes. Edge computing is 

considered to play an important role in this phase, where preliminary processing of data is carried out closer to the data source, 

thus minimizing time delay and further reducing the need to transmit data over a distance to a centralized system, which is 

considered crucial in time-sensitive manufacturing processes. 

Once this is done, the data is analyzed in the cognitive intelligence layer using sophisticated methods like machine learning, 

deep learning, and statistical analysis. These methods allow the system to recognize patterns in the data, identify anomalies in 

the process, and even predict the future status of the manufacturing process. For example, the system can use machine learning 

algorithms to identify anomalies in machine vibration that may indicate impending machine failure. Similarly, the system can use 

predictive analysis to forecast impending bottlenecks in the manufacturing process. 

Once analysis has been made, the decision-making layer evaluates all possible actions and identifies the most optimal solution in 

accordance with a set of objectives that need to be achieved, such as cost reduction, efficiency improvement, etc. This layer can 

be supported by reinforcement learning and optimization methods to make decisions dynamically in response to varying 

situations. For example, in case of machine degradation, the system can autonomously react by rescheduling tasks or even 

initiating maintenance processes. The ability to evaluate multiple scenarios and determine the best action in real-time is a major 

advantage of cognitive manufacturing systems. 

The execution phase refers to the implementation of the chosen decisions through the use of automated control systems and 

actuators. This phase may include the adjustment of machine parameters, the re-routing of workflows, and the implementation 

of maintenance actions. The integration of control systems ensures the effective implementation of decisions into actions. The 

smooth transition from the decision phase to the execution phase ensures the maintenance of system continuity and minimizes 

disruptions to the system. In addition, the implementation of feedback loops ensures that the system monitors the outcomes of 

the actions it takes and assesses their efficacy. 

Continuous learning and adapting are two key components of the mechanism of real-time decision-making. This mechanism 

enables the system to learn from feedback received from executed actions. This, in turn, helps improve the accuracy of future 

decisions. Through such integration of real-time data processing, cognitive manufacturing systems, along with analytics, achieve 

a high level of autonomy. This not only reduces the need for human intervention but also helps manufacturing systems work 

independently in a dynamic and uncertain environment, as desired by Industry 4.0. 

7. Applications in Smart Manufacturing 

The proposed IoT-enabled cognitive manufacturing system includes a wide range of applications in different domains of smart 

manufacturing systems, leading to improvements in the efficiency, reliability, and flexibility of the system. One of the key 

applications of the cognitive manufacturing system is predictive maintenance, in which the constant flow of data from the 

Internet of Things is analyzed to identify the early signs of equipment degradation or failure. The cognitive system identifies 

patterns such as abnormal equipment vibration, temperature changes, and equipment performance degradation, thus facilitating 

predictive maintenance rather than reactive maintenance. This approach minimizes equipment downtime and maintenance 

costs, thus increasing the equipment effectiveness (EE) of the equipment. 

Another significant application of cognitive manufacturing systems lies in real-time quality control. In such a system, cognitive 

manufacturing systems are employed to monitor the production parameters. This helps in recognizing any variation in quality. By 

utilizing machine learning algorithms, cognitive manufacturing systems can identify the causes of defects. This helps in adjusting 

the parameters to ensure quality. This helps in optimizing efficiency. Moreover, cognitive manufacturing systems can learn from 

past defects. This helps in improving the accuracy of such a system. 

Cognitive manufacturing systems play a crucial role in production planning and the optimization of resources. For example, 

cognitive manufacturing systems analyze real-time data from machinery, inventory, and supply chains, thereby optimizing 

production processes. In the event that there is a problem in one part of the production process, the cognitive manufacturing 

system will be able to reallocate resources to sustain production in that particular part. Such flexibility is important, especially in 

low-volume, high-mix production processes, as production processes are subject to change. 

The framework also has the ability to support sophisticated applications, ranging from supply chain integration to energy 

management. In supply chain management, cognitive systems enable the coordination of manufacturing and logistics in real-



JCSTS 8(5): 133-139 

 

Page | 139  

time, hence enhancing demand management, inventory management, and shipping schedules. In the case of energy 

management, cognitive systems enable the optimization of energy usage through the modulation of machine operation based 

on demand, production schedules, and price signals. Such applications not only enable greater efficiency but also contribute to 

sustainability goals, hence making cognitive manufacturing a key enabler of next-generation smart factories. 

8. Conclusion 

The research provides a comprehensive conceptual framework for IoT-based cognitive manufacturing systems with the ultimate 

objective of attaining real-time autonomous decision-making in Industry 4.0 environments. By incorporating the Internet of 

Things with cutting-edge cognitive technologies like artificial intelligence, machine learning, and edge computing, this 

conceptual framework addresses the significant gap between data generation and intelligent execution. The multi-layered 

structure of this framework enables seamless data acquisition, real-time execution, adaptive learning, and autonomous 

execution, thereby transforming traditional manufacturing environments into intelligent and self-optimizing environments. 

However, it is important to consider the challenges related to security, interoperability, scalability, and readiness in the context of 

cognitive manufacturing systems. The benefits that are expected from the technologies that support these systems, as well as 

the human-centered approach to integration, are also important in overcoming these challenges. As the manufacturing system 

continues to evolve, the cognitive and autonomous nature of the decisions made within these systems will be important in 

achieving the vision for Industry 5.0. This study provides a foundational context for the development of the next generation in 

manufacturing systems, which are efficient and can be operated autonomously in an evolving complex industry. 

Funding: This research received no external funding.  
Conflicts of Interest: The authors declare no conflict of interest. 
Publisher’s Note: All claims expressed in this article are solely those of the authors and do not necessarily represent those of 

their affiliated organizations, or those of the publisher, the editors and the reviewers.  

 

References 

[1] F. Yang and S. Gu, “Industry 4.0, a revolution that requires technology and national strategies,” Complex and Intelligent 

Systems, vol. 7, no. 3, 2021, doi: 10.1007/s40747-020-00267-9. 

[2] F. El Kalach, I. Yousif, T. Wuest, A. Sheth, and R. Harik, “Cognitive manufacturing: definition and current trends,” J. Intell. Manuf., 

vol. 36, no. 6, 2025, doi: 10.1007/s10845-024-02429-9. 

[3] F. Ramzan and D. Reforgiato Recupero, “A Literature Review on Enhancing Predictive Maintenance in Smart Manufacturing 

Industries: Fostering Human-Technology Collaboration and Overcoming Data Scarcity Limitations with Advanced AI Models,” 

2025. doi: 10.1007/s43069-025-00584-0. 

[4] A. A. Kadam, S. R. Kosna, and S. A. Kadam, “A theoretical framework for human-centric cyber-physical production systems in 

industry 5.0: Enabling resilient, autonomous, and adaptive manufacturing,” Review of Computer Engineering Research, vol. 12, 

no. 1, 2025, doi: 10.18488/76.v12i1.4157. 

[5] A. Puthanveettil Madathil, X. Luo, Q. Liu, C. Walker, R. Madarkar, and Y. Qin, “A review of explainable artificial intelligence in 

smart manufacturing,” 2025. doi: 10.1080/00207543.2025.2513574. 

[6] R. K. Rainer, R. G. Richey, and S. Chowdhury, “How Robotics is Shaping Digital Logistics and Supply Chain Management: An 

Ongoing Call for Research,” Journal of Business Logistics, vol. 46, no. 1, 2025, doi: 10.1111/jbl.70005. 

[7] F. Qiu et al., “A Review on Integrating IoT, IIoT, and Industry 4.0: A Pathway to Smart Manufacturing and Digital 

Transformation,” 2025. doi: 10.1049/ise2/9275962. 

[8] C. Ngwu, Y. Liu, and R. Wu, “Reinforcement learning in dynamic job shop scheduling: a comprehensive review of AI-driven 

approaches in modern manufacturing,” J. Intell. Manuf., 2025, doi: 10.1007/s10845-025-02585-6. 

[9] A. Linson, A. Clark, S. Ramamoorthy, and K. Friston, “The active inference approach to ecological perception: General 

information dynamics for natural and artificial embodied cognition,” Frontiers Robotics AI, vol. 5, no. MAR, 2018, doi: 

10.3389/frobt.2018.00021. 

[10] A. V. Carvalho, A. Chouchene, T. M. Lima, and F. Charrua-Santos, “Cognitive manufacturing in industry 4.0 toward 

cognitive load reduction: A conceptual framework,” Applied System Innovation, vol. 3, no. 4, 2020, doi: 10.3390/asi3040055. 

[11] A. Puthanveettil Madathil et al., “Intrinsic and post-hoc XAI approaches for fingerprint identification and response 

prediction in smart manufacturing processes,” J. Intell. Manuf., vol. 35, no. 8, 2024, doi: 10.1007/s10845-023-02266-2. 

[12] H. ElMaraghy and W. ElMaraghy, “Adaptive Cognitive Manufacturing System (ACMS)–a new paradigm,” Int. J. Prod. Res., 

vol. 60, no. 24, 2022, doi: 10.1080/00207543.2022.2078248. 

[13] P. Radanliev, D. De Roure, M. Van Kleek, O. Santos, and U. Ani, “Artificial intelligence in cyber physical systems,” AI Soc., 

vol. 36, no. 3, 2021, doi: 10.1007/s00146-020-01049-0. 

  


