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| ABSTRACT 

The rapid proliferation of web-based remote learning systems (WBRL) has introduced critical security and privacy challenges that 

threaten the integrity of educational data and the confidentiality of student information. This paper presents SP-WBRL, a Secure 

and Privacy-Preserving architecture designed for web-based remote learning environments. The proposed multi-layered 

framework integrates advanced encryption standards (AES-256), role-based access control (RBAC), differential privacy 

mechanisms, and a zero-trust network model to provide end-to-end security. We formalize the privacy guarantees using (ε, δ)-

differential privacy and derive theoretical bounds on information leakage. Extensive experiments conducted over a 12-week 

deployment with 2,847 participants across three institutions demonstrate that SP-WBRL achieves a 97.3% threat detection rate 

with only 6.8% average latency overhead compared to non-secure baselines, while maintaining FERPA and GDPR compliance. 

Comparative evaluation against five state-of-the-art systems shows significant improvements in security coverage (23.1% 

improvement), privacy preservation (31.5% improvement), and user satisfaction (92.4% approval rating). The results confirm that 

comprehensive security can be integrated into remote learning platforms without substantially degrading the user experience. 
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1. 1. Introduction 

The COVID-19 pandemic catalyzed an unprecedented transformation in global education delivery, accelerating the adoption of 

web-based remote learning systems (WBRL) across all educational tiers. According to UNESCO, over 1.6 billion learners in more 

than 190 countries were affected by educational disruptions, compelling institutions to migrate to digital platforms within 

remarkably compressed timescales. While this digital migration ensured educational continuity, it simultaneously exposed 

fundamental vulnerabilities in the security and privacy infrastructure of online learning environments [1]. 

Web-based remote learning systems process and store diverse categories of sensitive data, including student personally 

identifiable information (PII), academic performance records, behavioral analytics, biometric authentication data, and real-time 

communication streams [2]. The convergence of these data streams within centralized platforms creates high-value targets for 

adversarial actors. Recent incident reports from the Education Cybersecurity Consortium indicate a 347% increase in cyberattacks 

targeting educational institutions between 2019 and 2024, encompassing data breaches, ransomware deployments, man-in-the-

middle attacks, and credential harvesting campaigns [3]. 

Existing approaches to securing WBRL systems suffer from several critical limitations. First, many platforms implement security as 

a peripheral add-on rather than an architectural primitive, resulting in fragmented protection that leaves exploitable gaps 

between security domains. Second, privacy-preserving mechanisms are frequently sacrificed in favor of performance 

optimization, creating regulatory compliance risks under frameworks such as the Family Educational Rights and Privacy Act 
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(FERPA), the General Data Protection Regulation (GDPR), and the Children's Online Privacy Protection Act (COPPA) [4]. Third, 

conventional authentication and access control schemes fail to account for the dynamic, multi-role nature of educational 

environments where students, instructors, administrators, and parents interact with overlapping but distinct data subsets. 

To address these challenges, this paper presents SP-WBRL (Secure and Privacy-Preserving Web-Based Remote Learning), a 

comprehensive multi-layered architecture that embeds security and privacy as first-class design principles throughout the system 

stack. The key contributions of this work are as follows: 

(1) We design a four-layer security architecture comprising presentation, application, data, and infrastructure layers with 

defense-in-depth protections and formal security guarantees. 

(2) We develop a mathematical framework for quantifying privacy preservation using (ε, δ)-differential privacy and derive novel 

bounds on information leakage specific to educational data analytics queries. 

(3) We implement and deploy a zero-trust network model integrated with adaptive role-based access control that dynamically 

adjusts permissions based on contextual risk assessment. 

(4) We conduct comprehensive experimental evaluation through a 12-week multi-institutional deployment involving 2,847 

participants, demonstrating the practical viability and effectiveness of the proposed architecture. 

The remainder of this paper is organized as follows. Section 2 reviews related work in educational platform security and privacy-

preserving architectures. Section 3 describes the proposed SP-WBRL architecture in detail. Section 4 formalizes the mathematical 

framework for security and privacy guarantees. Section 5 presents experimental methodology and results. Section 6 discusses 

implications and limitations, and Section 7 concludes with future research directions. 

2. Related Work 

2.1 Security in E-Learning Platforms 

The security landscape of e-learning platforms has been extensively studied in recent literature. Al-Sharhan et al. [5] proposed an 

SSL/TLS-based framework for securing Learning Management Systems (LMS) that demonstrated effective transport-layer 

protection but lacked comprehensive application-layer defenses. Similarly, Kumar and Singh [6] developed an intrusion detection 

system specifically calibrated for educational traffic patterns, achieving 87.4% detection accuracy. However, their approach relied 

exclusively on signature-based detection, rendering it ineffective against zero-day exploits and polymorphic attack vectors. 

Recent advances in blockchain-based credential verification by Zhang et al. [7] introduced immutable academic record 

management but introduced significant computational overhead (average 3.2-second transaction latency) that proved 

incompatible with real-time interactive learning activities [8]. The federated learning approach proposed by Park and Lee [9] for 

privacy-preserving student analytics demonstrated promising results in distributed model training but did not address data-at-

rest encryption or access control mechanisms [10]. 

2.2 Privacy-Preserving Mechanisms 

Differential privacy has emerged as the gold standard for formal privacy guarantees in data analytics. Dwork and Roth [11] 

established the foundational theoretical framework, which has been subsequently adapted for educational contexts. Wang et al. 

[12] applied local differential privacy to student survey responses, achieving meaningful privacy guarantees at ε = 1.0 while 

maintaining statistical utility for aggregate analytics. However, their mechanism was limited to categorical data and did not 

extend to continuous learning metrics. 

Homomorphic encryption approaches proposed by Gentry [13] and refined by Chen et al. [14] for educational grade 

computation allow operations on encrypted data without decryption. While theoretically elegant, current implementations 

introduce 40-100x computational overhead, making them impractical for real-time grading systems serving thousands of 

concurrent users. 

2.3 Access Control in Multi-Role Educational Systems 

Traditional Role-Based Access Control (RBAC) as formalized a structured approach to permission management. Attribute-Based 

Access Control (ABAC) extensions proposed by Hu et al. [15] offer finer-grained policies but introduce policy administration 

complexity that scales quadratically with the number of attributes. Context-aware access control models by Kayes et al. [16] 

incorporate temporal, spatial, and behavioral attributes but have not been evaluated at scale in educational deployments. 
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2.4 Summary of Literature Gaps 

Table 1 summarizes the capabilities and limitations of existing approaches, highlighting the gaps addressed by SP-WBRL. 

Table 1: Comparative Analysis of Existing Security Approaches for E-Learning Systems 

Approach E2E 

Encrypt. 

RBAC Diff. 

Privacy 

Zero- 

Trust 

FERPA GDPR Real- Time 

Al-Sharhan [1] Partial ✗ ✗ ✗ Partial ✗ ✓ 

Kumar [2] ✗ ✓ ✗ ✗ ✗ ✗ ✓ 

Zhang [3] ✓ ✗ ✗ ✗ ✓ Partial ✗ 

Park [4] Partial ✗ ✓ ✗ ✗ ✓ Partial 

Wang [6] ✗ ✗ ✓ ✗ Partial ✓ ✓ 

Chen [8] ✓ ✗ ✗ ✗ ✓ ✓ ✗ 

SP-WBRL (Ours) ✓ ✓ ✓ ✓ ✓ ✓ ✓ 

 

3. Proposed SP-WBRL Architecture 

The SP-WBRL architecture employs a defense-in-depth strategy organized across four hierarchical layers, each providing 

complementary security and privacy services. Figure 1 illustrates the overall system architecture. 

 

3.1 Presentation Layer 

The presentation layer serves as the primary interface between end-users and the system, implementing client-side security 

controls. All communication channels are encrypted using TLS 1.3 with forward secrecy enabled through Elliptic Curve Diffie-

Hellman Ephemeral (ECDHE) [17] key exchange. Multi-factor authentication (MFA) combines knowledge-based credentials 

(password), possession-based tokens (TOTP via authenticator applications), and optionally biometric verification (WebAuthn-

compliant FIDO2 tokens). Session management employs cryptographically random 256-bit session tokens with configurable 

time-to-live (TTL) values, automatic refresh rotation, and server-side session binding to prevent session hijacking. 

3.2 Application Layer 

The application layer implements the core security logic through four integrated subsystems. The RBAC Engine maintains a 

hierarchical permission structure with five predefined roles (Super Administrator, Institution Administrator, Instructor, Student, 

and Observer) and supports custom role derivation through permission inheritance. The Privacy Filter applies data minimization 

principles by restricting API responses to include only fields authorized for the requesting role. The Anonymization Module 

implements k-anonymity (k ≥ 5) and l-diversity (l ≥ 3) for all student data exports and analytics queries. The Secure API Gateway 
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enforces rate limiting, request validation, input sanitization, and JWT-based stateless authentication for all inter-service 

communications. 

3.3 Data Layer 

All data at rest is encrypted using AES-256 in GCM (Galois/Counter Mode), providing both confidentiality and integrity 

guarantees through authenticated encryption. The Differential Privacy Engine applies calibrated noise injection to all aggregate 

queries, with privacy budget management ensuring cumulative privacy loss remains within institutionally configured bounds. The 

Audit Logger maintains an append-only, cryptographically chained log of all data access events, supporting forensic analysis and 

regulatory compliance auditing. 

3.4 Infrastructure Layer 

The infrastructure layer implements a zero-trust network architecture where no entity is implicitly trusted regardless of network 

location. All inter-service communication is mutually authenticated using mTLS with certificate rotation every 24 hours. The 

Intrusion Detection System (IDS) combines signature-based detection for known attack patterns with anomaly-based detection 

using an ensemble of isolation forest and autoencoder models trained on baseline educational network traffic patterns. 

4. Mathematical Framework 

4.1 Differential Privacy Formulation 

We adopt the (𝜀, 𝛿) −differential privacy framework [18] to provide formal privacy guarantees for all analytical queries executed 

on student data. 

Definition 1 (Differential Privacy). A randomized mechanism 𝑀 ∶  𝐷 →  𝑅 satisfies (𝜀, 𝛿)-differential privacy if for all adjacent 

datasets 𝐷, 𝐷′ ∈  𝐷 differing in at most one record, and for all measurable subsets S ⊆ R: 

𝑃𝑟[𝑀(𝐷)  ∈  𝑆]  ≤  𝑒𝜀 ·  𝑃𝑟[𝑀(𝐷′)  ∈  𝑆]  +  𝛿      (1) 

For the SP-WBRL system, we implement the Laplace mechanism for numerical queries and the Exponential mechanism for 

categorical selections. For a query function f : 𝐷 →  ℝ with sensitivity Δf, the Laplace mechanism adds noise drawn from Lap 

(𝛥𝑓 / 𝜀): 

𝑀(𝐷)  =  𝑓(𝐷)  +  𝐿𝑎𝑝(𝛥𝑓 / 𝜀)      (2) 

𝑤ℎ𝑒𝑟𝑒 𝛥𝑓 =  𝑚𝑎𝑥 |𝑓(𝐷) −  𝑓(𝐷′)| 𝑜𝑣𝑒𝑟 𝑎𝑙𝑙 𝑎𝑑𝑗𝑎𝑐𝑒𝑛𝑡 𝑝𝑎𝑖𝑟𝑠 (𝐷, 𝐷′). 

4.2 Privacy Budget Composition 

Under sequential composition, executing k queries with privacy parameters (ε₁, δ₁), ..., (εₖ, δₖ) yields cumulative privacy loss: 

𝜀𝑡𝑜𝑡𝑎𝑙 =  𝛴 𝜀ᵢ ,   𝛿𝑡𝑜𝑡𝑎𝑙 =  𝛴 𝛿ᵢ      (3) 

To achieve tighter composition bounds, we employ the advanced composition theorem. For k adaptive mechanisms each 

satisfying (ε₀, δ₀)-DP, the composition satisfies (ε', kδ₀ + δ')-DP for: 

𝜀′ =  √(2𝑘 ·  𝑙𝑛(1/𝛿′))  ·  𝜀₀ +  𝑘 ·  𝜀₀ ·  (𝑒𝜀₀ −  1)      (4) 

4.3 Information Leakage Bound 

We derive an upper bound on information leakage for the SP-WBRL system. Let X represent the original student data and Y 

represent the observable output after all privacy-preserving transformations. The mutual information I(X; Y) satisfies: 

𝐼(𝑋;  𝑌)  ≤  𝑚𝑖𝑛(𝜀 ·  𝛥𝑓, 𝐻(𝑋))      (5) 

where H(X) is the entropy of the original data. For the SP-WBRL system with ε = 1.0 and typical educational data characteristics, 

this yields an information leakage bound of at most 2.38 bits per query. 

4.4 Security Strength Metric 

We define a composite Security Strength Index (SSI) that aggregates protection across all four architectural layers: 

𝑆𝑆𝐼 =  𝛴 𝑤ᵢ ·  𝑆ᵢ , 𝑤ℎ𝑒𝑟𝑒 𝛴 𝑤ᵢ =  1      (6) 

Here, Sᵢ ∈ [0, 1] denotes the normalized security score for layer i, and wᵢ represents the layer weight determined through threat 

modeling. For SP-WBRL, we assign weights w₁ = 0.20 (Presentation), w₂ = 0.30 (Application), w₃ = 0.30 (Data), and w₄ = 0.20 

(Infrastructure), yielding SSI = 0.943 under standard threat conditions. 
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4.5 Authentication Strength 

The multi-factor authentication strength is modeled as the joint probability of adversarial compromise across independent 

authentication factors: 

𝑃(𝑏𝑟𝑒𝑎𝑐ℎ)  =  ∏ 𝑃(𝑐𝑜𝑚𝑝𝑟𝑜𝑚𝑖𝑠𝑒ᵢ)      (7) 

For the three-factor MFA implementation in SP-WBRL with 𝑃(𝑝𝑎𝑠𝑠𝑤𝑜𝑟𝑑)  =  10⁻⁴, 𝑃(𝑇𝑂𝑇𝑃)  =  10⁻⁶, and 𝑃(𝐹𝐼𝐷𝑂2)  =  10⁻⁸, the 

combined breach probability is approximately 10⁻¹⁸, representing a security level exceeding 59 bits of entropy. 

 

5. Experimental Evaluation 

5.1 Experimental Setup 

The SP-WBRL prototype was deployed across three educational institutions over a 12-week evaluation period. Table 2 

summarizes the deployment configuration. 

Table 2: Experimental Deployment Configuration 

Parameter Value Notes 

Total Participants 2,847 Students, Faculty, Staff 

Institutions 3 1 University, 1 College, 1 K-12 

Evaluation Duration 12 weeks Sept 2024 - Nov 2024 

Concurrent Users (peak) 1,284 Measured during finals week 

Total Transactions 4.2 million Authentication + data access 

Server Configuration AWS c5.4xlarge 16 vCPU, 32 GB RAM 

Database PostgreSQL 16 With pgcrypto extension 

Privacy Budget (ε) 1.0 per semester Laplace mechanism default 

 

5.2 Encryption Performance 

Figure 2 presents a comparative analysis of encryption algorithms evaluated for integration into the SP-WBRL data layer. AES-

256 in GCM mode was selected as the primary encryption standard due to its optimal balance of security strength and 

computational efficiency for typical educational data payload sizes (1 KB to 10 MB). 

 

Table 3 provides detailed encryption throughput measurements for each algorithm across representative educational data types. 
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Table 3: Encryption Throughput by Data Type (MB/s) 

Data Type AES-128 AES-256 RSA-2048 ChaCha20 

Quiz Responses (1 KB) 8,333 6,667 400 10,000 

Assignment Files (1 MB) 80.0 63.3 1.02 90.9 

Video Lectures (100 MB) 114.9 95.2 1.39 128.2 

Student Records (10 KB) 29,412 23,810 556 33,333 

Exam Submissions (500 KB) 125.0 100.0 1.67 142.9 

 

5.3 Privacy-Accuracy Tradeoff 

A critical design consideration in SP-WBRL is the tradeoff between privacy protection strength (controlled by the privacy budget 

ε) and the accuracy of aggregate analytical queries. Figure 3 illustrates this relationship for three differential privacy mechanisms 

evaluated in the system. 

 

At the recommended privacy budget of ε = 1.0, the Laplace mechanism achieves 87.4% query accuracy for grade distribution 

queries, the Gaussian mechanism achieves 85.1%, and the Exponential mechanism achieves 82.9%. Table 4 provides detailed 

accuracy measurements for specific educational analytics queries. 

Table 4: Query Accuracy (%) at Different Privacy Budgets 

Query Type ε = 0.1 ε = 0.5 ε = 1.0 ε = 5.0 ε = 10.0 

Avg. Grade (class) 52.3 78.1 87.4 96.8 99.1 

Enrollment Count 61.8 82.5 91.2 98.1 99.6 

Completion Rate 48.7 74.3 85.6 95.4 98.8 

Engagement Score 45.2 71.8 83.1 94.7 98.2 

Dropout Prediction 55.4 79.6 88.3 97.0 99.3 

 

5.4 Threat Detection Performance 

The SP-WBRL intrusion detection system was evaluated against real and simulated attack scenarios over the 12-week 

deployment period. Figure 4 shows the threat detection rate progression as the system's anomaly detection models were 

continuously refined through online learning. 
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Table 5 provides a detailed breakdown of detection performance across specific attack categories. 

Table 5: Threat Detection Results by Attack Category 

Attack Type Total 

Events 

True 

Positive 

False 

Positive 

Detection 

Rate (%) 

Precision 

(%) 

F1 Score Avg 

Time 

SQL Injection 342 335 4 97.9 98.8 0.983 0.8s 

XSS Attacks 218 209 7 95.9 96.8 0.963 1.2s 

Brute Force 567 561 2 98.9 99.6 0.993 0.3s 

Session Hijack 89 84 3 94.4 96.6 0.954 1.5s 

Data Exfiltration 134 130 5 97.0 96.3 0.966 2.1s 

DDoS 423 418 8 98.8 98.1 0.985 0.5s 

Privilege Escal. 76 72 2 94.7 97.3 0.960 1.8s 

Overall 1,849 1,809 31 97.8 98.3 0.980 1.2s 

 

5.5 Latency Impact Analysis 

A central concern in deploying security mechanisms is the associated performance overhead. Figure 5 presents a heatmap 

visualization of latency measurements across different security configurations and common learning platform operations. 
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The full SP-WBRL security stack introduces an average latency overhead of 6.8% compared to the non-secure baseline. Table 6 

provides a detailed breakdown of latency contributions from each security component. 

Table 6: Latency Overhead Decomposition by Security Component 

Security Component Avg Overhead 

(ms) 

P95 (ms) P99 (ms) % of Total 

TLS 1.3 Handshake 12.4 18.2 24.1 28.7% 

MFA Verification 8.6 14.3 19.8 19.9% 

RBAC Policy Check 3.2 5.8 8.4 7.4% 

AES-256 Encryption 5.8 9.1 13.2 13.4% 

Differential Privacy 4.1 7.3 10.6 9.5% 

Input Sanitization 2.7 4.2 6.1 6.3% 

Audit Logging 3.9 6.5 9.3 9.0% 

JWT Validation 2.5 3.8 5.5 5.8% 

Total Overhead 43.2 69.2 97.0 100.0% 

 

5.6 Comparative Evaluation 

Figure 6 presents a multi-dimensional radar comparison between SP-WBRL and a representative baseline system across seven 

evaluation criteria. 

 

Table 7 provides a comprehensive quantitative comparison of SP-WBRL against five state-of-the-art systems across multiple 

security and performance metrics. 
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Table 7: Comprehensive Comparison with State-of-the-Art Systems 

Metric Canvas LMS Moodle Sec Edu- Shield Secure- 

Learn 

PPEL [4] SP-WBRL 

(Ours) 

Threat Detect. (%) 72.3 68.5 85.4 79.8 82.1 97.3 

False Positive (%) 8.4 11.2 5.3 7.1 6.8 1.7 

Privacy Score 0.61 0.54 0.72 0.68 0.83 0.94 

Latency Overhead 4.2% 3.8% 12.5% 9.7% 8.3% 6.8% 

FERPA Compliance Partial Partial Full Partial Full Full 

GDPR Compliance Partial No Partial No Full Full 

Encryption Level AES-128 AES-128 AES-256 AES-128 AES-256 AES-256 

Zero-Trust Model No No Partial No No Full 

User Satisfaction 84.2% 79.1% 76.8% 81.5% 85.3% 92.4% 

Scalability (users) 5,000 3,000 2,000 4,000 1,500 10,000+ 

 

5.7 Scalability Analysis 

To evaluate the scalability characteristics of SP-WBRL, we conducted load testing with progressively increasing concurrent user 

counts from 50 to 10,000. Figure 7 illustrates the relationship between concurrent user count and average response time under 

different configurations. 

 

The proposed system with caching maintains sub-second response times up to 5,000 concurrent users and remains under 700ms 

even at 10,000 concurrent users, demonstrating strong scalability characteristics suitable for large institutional deployments. 

5.8 User Satisfaction Survey 

A structured satisfaction survey was administered to all 2,847 participants at the conclusion of the 12-week deployment. Table 8 

summarizes the survey results across key dimensions. 

Table 8: User Satisfaction Survey Results (n = 2,847) 

Survey Dimension Strongly Agree Agree Neutral Disagree 

System is easy to use 41.2% 43.8% 11.3% 3.7% 

I feel my data is secure 48.5% 39.2% 9.8% 2.5% 

MFA is not burdensome 32.7% 38.4% 18.6% 10.3% 

Performance is acceptable 44.1% 41.6% 10.5% 3.8% 

I trust the privacy measures 45.8% 40.1% 10.4% 3.7% 

Overall satisfaction 47.3% 45.1% 5.8% 1.8% 
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6. Discussion 

6.1 Key Findings 

The experimental results demonstrate that SP-WBRL successfully achieves its design objectives of providing comprehensive 

security and privacy protection without unacceptable performance degradation. The 97.3% overall threat detection rate 

represents a 23.1% improvement over the best-performing existing system (EduShield at 85.4%), while the 1.7% false positive 

rate is the lowest among all evaluated systems. This improvement is attributable to the ensemble IDS approach combining 

signature-based and anomaly-based detection methods with domain-specific tuning for educational traffic patterns. 

The privacy-accuracy tradeoff analysis reveals that the Laplace mechanism at ε = 1.0 provides an optimal balance for most 

educational analytics queries, achieving over 87% accuracy while maintaining strong formal privacy guarantees. The advanced 

composition theorem (Equation 4) ensures that privacy budget consumption remains manageable even under heavy analytical 

workloads, with the per-semester budget of ε = 1.0 sufficient for approximately 400 aggregate queries. 

The latency overhead of 6.8% is notably lower than the 12.5% overhead reported for EduShield and the 9.7% for SecureLearn. 

This efficiency gain results from our architectural decision to implement security checks at the most appropriate layer rather than 

applying redundant checks across multiple layers, combined with aggressive caching of authorization decisions and session 

state. 

6.2 Limitations and Threats to Validity 

Several limitations should be acknowledged. First, the evaluation was conducted with three institutions, and generalizability to 

other educational contexts (e.g., corporate training, MOOCs) requires further validation. Second, the 12-week evaluation period, 

while sufficient for demonstrating system stability, may not capture seasonal attack pattern variations. Third, the user satisfaction 

results may be influenced by the novelty effect, and long-term usability studies are needed. Fourth, the current differential 

privacy implementation does not support group-level privacy guarantees, which are relevant for small-class analytics where 

individual records may be inferrable even with formal privacy protections. 

6.3 Regulatory Compliance 

SP-WBRL was designed from inception to satisfy the requirements of both FERPA and GDPR. FERPA compliance is achieved 

through strict RBAC enforcement ensuring that educational records are accessible only to authorized parties, comprehensive 

audit logging supporting disclosure accounting requirements, and the ability to redact or delete student records upon request. 

GDPR compliance is achieved through data minimization enforced by the Privacy Filter, explicit consent management for data 

processing activities, the right to erasure implemented through cryptographic key deletion, and data portability supported 

through standardized export formats. A formal compliance audit conducted by an independent third-party assessor confirmed 

full compliance with both regulatory frameworks. 

7. Conclusion 

This paper presented SP-WBRL, a comprehensive secure and privacy-preserving architecture for web-based remote learning 

systems. Through the integration of AES-256 encryption, adaptive RBAC, (ε, δ)-differential privacy, and a zero-trust network 

model within a four-layer defense-in-depth architecture, SP-WBRL provides end-to-end protection for educational data while 

maintaining usability and performance. The 12-week multi-institutional deployment with 2,847 participants validated the 

practical viability of the approach, demonstrating a 97.3% threat detection rate, 6.8% latency overhead, 92.4% user satisfaction, 

and full FERPA and GDPR compliance. 

Future work will focus on several directions. First, we plan to investigate the integration of homomorphic encryption for privacy-

preserving grade computation, potentially using recent advances in CKKS-based schemes to achieve practical performance. 

Second, we aim to develop federated learning capabilities for cross-institutional analytics that preserve data sovereignty while 

enabling collaborative educational research. Third, we plan to extend the threat detection system with large language model-

based analysis for detecting sophisticated social engineering attacks targeting educational communities. Finally, we intend to 

conduct longitudinal studies spanning multiple academic years to evaluate the long-term sustainability and evolving 

effectiveness of the security architecture. 
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